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Access to workstations shall be limited to the accounts of the 1-1
individual users of the workstations only.
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Least Privilege principle shall be applied to provide access to
users' workstations.
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Default/non-interactive/unneeded accounts shall be disabled b
or renamed.
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In addition to a user/password combination, users shall be 4-1
required to use other authentication mechanisms or Multi-
Factor Authentication (MFA), such as biometrics, hardware
keys, one-time passwords, smart cards, certificates, etc., on
workstations of highly protected environment, such as Security
Operations Center (SOC).
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Workstation password complexity requirements shall be 5>-1

configured in accordance with <entity name>'s Identity and
Access Management Policy.
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Login attempts lockout, session timeout and session idle
logout for local access and domain access shall be configured
in accordance with <entity name>’s Identity and Access
Management Policy.
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BIOS bootloader passwords shall be configured. 7-1
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Regular security testing (such as vulnerability assessments

and penetration testing) shall be conducted in accordance with
<entity name>’'s Vulnerability Management Policy.
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Workstations shall be regularly patched and updated in
accordance with <entity name>’s Workstation Security Policy
and Patch Management Policy to ensure that all workstation
Operating Systems (OS) and application software are up-to-
date.
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Unnecessary/unrequired applications and services, such as

Telnet Protocol, touch keyboard, remote registry (if not
needed), etc., shall be removed/disabled on workstations.
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Unnecessary/unrequired OS and application features and
configuration files shall be removed/disabled.
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Access to unnecessary/unrequired network and file directories
shall be blocked.
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Hardware controls shall be used and access to removable

media shall be blocked where necessary or as per <entity
name>’s Acceptable Usage Policy.
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Workstation configuration hardening, including software and
operating system level hardening, shall be implemented in

accordance with <entity name>'s Secure Configuration and
Hardening Policy.
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Secure workstation images or templates shall be created for
all workstations based on the approved configuration
standards and as per <entity name>'s Secure Configuration
and Hardening Policy. Compromised workstations shall be
reimaged using one of the workstation image templates.
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Workstation images shall be stored in a secure environment
on securely configured offline backups or storage
environment, and they shall be validated regularly using
integrity monitoring tools.
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Full and incremental backup of workstations shall be 1-3
performed in accordance with <entity nhame>’'s Backup and
Recovery Management Policy. The backups must include, at
minimum, workstations operating system backups, software
configuration backups, and data backups.
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Three generations of backups shall be stored including the 2-3
backups for the current period. For example, if backup is
performed monthly, backups of the current month and the two
previous months shall be stored only.
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<Entity name>’s workstation backups shall be encrypted.
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<Entity name>’s workstation backups shall be serialized, time-
dated and indexed.

4-3
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Backup recovery shall be tested every quarter or as per <entity
name>’s Backup and Recovery Management Policy.
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Backup verification and integrity mechanisms shall be
employed to ensure that data is being correctly backed up or
archived.
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OS and application functionality lockout shall be configured
with the least privilege required to operate in normal
conditions. For example, changing system time manually,
editing system files, creating/modifying/deleting files, etc.,
shall be disabled.
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Application whitelisting shall be implemented on workstations

to allow only specific applications and software to run based
on need.
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Application whitelisting shall be implemented to use two
features of identifying the application, including but not limited
to cryptographic hash rules, publisher certificate rules or path
rules to allow or restrict the use of applications.
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Application whitelisting agents shall be configured so that
users cannot disable the agents with the exception of
administrators when performing specific administrative tasks
that require disabling application whitelisting temporarily.
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For application whitelisting, a list of approved executable files
(exe, com, pif, etc.), software libraries (dll, ocx, etc.), scripts
(ps1, bat, vbs, etc.), and installers (msi, msp, etc.) shall be
defined to allow files from the approved list to be executed
only.
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Host-based Intrusion Prevention System (HIPS) shall be
implemented on all workstations.
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Software host firewall shall be implemented on all
workstations.
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Antivirus shall be implemented on all workstations.
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Antimalware shall be implemented on all workstations.
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Host Advanced Persistent Threat (APT) agents shall be b
implemented on all workstations.
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Endpoint Detection and Response shall be implemented on all

workstations.
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Endpoint Device Control software shall be implemented on all 12-4

workstations to prevent the use of unauthorized peripheral
devices.
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Data Leakage Prevention (DLP) shall be implemented where 13-4

deemed necessary by <entity name>’s relevant policies and
procedures.
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Workstation logging and audit trail shall be configured to be 1-5

forwarded to a centralized logging system as per <entity
name>'s Cybersecurity Event Logs and Monitoring
Management Policy and Standard.
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Local logging, as well as audit trail and security logs, shall be
configured with all levels of logging.

Workstations shall be configured to synchronize clock to at 2-5
least three redundant central time workstations to ensure that
timestamps in logs are consistent.
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Encryption technologies, such as Transport Layer Security
(TLS) and Virtual Private Network (VPN), shall be
implemented to protect authentication mechanisms during
transmission. In addition, recommended next generation
encryption protocols and cipher suites shall be used. For more
details, refer to <entity name>’s Cryptography Standard.
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Workstations storage media, including hard disks, shall be

encrypted where deemed necessary by <entity name>’s
relevant policies and procedures.
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Workstation management protocol that supports or configures
encryption for workstation management protocols, such as
LDAP over TLS, SNMPv3 with authentication and privacy,
Kerberos with TLS, encrypted syslog, etc., shall be used.

(Central Management) &S yall 5 ,2Y)
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The central management server or domain server shall be

configured to enforce <entity name>'s policies on all
workstations.
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System configuration management tools that automatically
enforce and redeploy configuration settings to workstations at
regularly scheduled intervals shall be deployed. For more
details, refer to the <entity name>‘s Secure Configuration and
Hardening Policy.
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A Security Content Automation Protocol (SCAP) compliant
configuration monitoring system shall be implemented to verify
all security configuration elements, catalog approved
exceptions, and alert when unauthorized changes occur.
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(Privileged Access Workstations “PAW”)
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Use of multi-factor authentication shall be required for
accessing PAWSs used by system administrators.
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Access to PAWSs shall be restricted to only authorized
administrators and operators.
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PAWSs shall be placed in the network management zone.
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All traffic transmitted to or out of PAWS, including
administrative access and control traffic (such as Secure Shell
“SSH” and Remote Desktop Protocol “RDP”), and data traffic
using cryptographic mechanisms (such as Transport Layer
Security “TLS”), shall be encrypted as per <entity hame>'s
Cryptography Standard.
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Internet access on PAWS shall be disabled.
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Unnecessary and risky services (such as sending and
receiving emails) shall be disabled on PAWS.
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All levels of logging, as well as audit trail and security logs,

shall be enabled locally and to a centralized event logging
system.
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