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Security Principle of Least Privilege shall be applied to

provide users with least privileged access permissions to
external web applications.
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Access to web applications and technical equipment shall be
restricted to the required job roles (e.g., system
administrator, deployment engineer, developer, etc.) by
using the individual accounts for these roles only. In addition,
network Access-Control Lists (ACLs) which use the IPs of
users' workstations shall be used only.
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Non-interactive or unused default and virtual accounts shall
be removed or disabled.
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Besides a user/password combination, users shall be
required to implement multi-factor authentication using a
different authentication mechanism such as biometrics,
hardware keys, one-time passwords, smart cards,
certificates, etc.
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Complex passwords shall be used for web applications, in

accordance with <entity name>'s ldentity and Access
Management Policy.
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Session timeout and session idle lockout on web

applications shall be configured for critical systems (e.g., 5
minutes).
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Web applications for critical systems infrastructure following
at least 3-tier security architecture or micro-services
architecture protected by a dual layer of firewalls shall be
iImplemented. More specifically, webservers shall be placed
in the Internet DMZ, web application servers shall be
placed in the Production Zone, and database servers shall
be placed in the Trusted/Database zone.
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Logical or physical isolation of critical web applications from
other web applications or systems shall be implemented. For
example, physical isolation can be achieved by hosting web
applications in a completely different separate physical
environment, while logical isolation can be achieved by
implementing web applications in a separate zone inside the
network without allowing access from any other zone.
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Production web applications shall be logically isolated from

test and development environments using network
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1.0 Llaay!

Caagll

Aldiaall lalal

Ay sllaall el sa Yl

1-2

2-2




sl ikl djles jlime 73 90

restrictions by configuring Access-Control Lists (ACLs) and
security policies on firewalls.
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Network access to web applications shall be restricted to
web servers zones, web applications server zones and
management server zone.
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A Web Application Firewall (WAF) shall be deployed in front
of all web application servers to verify and validate the traffic
going to the server. Since WAF devices detect or block web-
based and application-based attacks on external-facing
services and web applications, any unauthorized traffic shall
be blocked and logged. (Additionally, WAF shall be
configured to enable IP the intelligence feature and IP geo-
location features in order to block blacklisted IPs and specific
countries).
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Configure WAF to mitigate the Open Web Application
Security Project (OWASP Top Ten) web applications
security risks for critical web applications as per <entity
name>'’s relevant standards.
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IPS and WAF shall be configured to enable signatures that

match the web application behavior and protocols (e.g.,
Oracle OHS, IIS, Apache, SQL, XML, etc.).
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Malware protection solution and APT systems shall be
configured to check all file transfer operations related to web
applications for malicious files as per <entity name>’'s
Malware Protection Policy and Standard.
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Web application security solutions and systems shall be
configured to follow a positive security model or whitelisting
model by allowing only specific file types for transfer, specific
protocols and ports, specific layer 7 web applications and
specific web application parameters, and denying all files
and applications that are not configured.
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Secure web applications and communication protocols,
such HTTPS, SFTP and TLS, shall be used.
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Regular security testing (such as vulnerability assessments
and penetration testing) shall be performed in accordance
with <entity name>’'s Vulnerability Management and
Penetration Testing Policies.
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Web application security assessments, including Static
Application Security Testing (SAST) and Dynamic
Application Security Testing (DAST), shall be performed
regularly.
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Web applications shall be regularly patched and updated in
accordance with <entity name>’s Patch Management Policy.
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Unnecessary/unrequired services, functionalities and
configuration files shall be removed or disabled.
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Access to unnecessary/unrequired network shared files and
directories shall be blocked.
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Application source code shall be secured and hardened.
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Secure web application images or templates shall be
created for all web applications based on the approved
configuration standards. Any web application server that
becomes compromised shall be reimaged using one of
these image templates.
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Images shall be stored in a secure environment on securely

configured servers, and shall be regularly validated using
integrity monitoring tools.
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Web applications shall be configured to synchronize time to
<entity name=>'s approved time sources.
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A web application architecture that eliminates the existence
of single points of failure shall be deploy and implemented.
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Load balancing mechanisms, such as those offered by an
application load balancer device, shall be deployed.
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Web application data replication mechanisms shall be
implemented on Disaster Recovery (DR) or secondary sites.
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An exact replica of critical web application production

environment shall be deployed on the Disaster Recovery
(DR) site.
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For web applications hosted by third parties, the Service
Level Agreement (SLA) shall maintain an acceptable level of
web application and services availability in accordance with
<entity name>’s Third Party Cybersecurity Policy.
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Automated or manual web application traffic redirection to

the backup or Disaster Recovery (DR) site shall be
configured in case of production environment failure.
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Encryption technologies, such as Transport Layer Security
(TLS) and Virtual Private Networks (VPN), shall be
implemented to protect authentication mechanisms during
transmission. In addition, recommended next generation
encryption protocols and cipher suites shall be used as per
<entity name>’'s Cryptography Standard.
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Web application protocols shall be configured to use
encryption wherever applicable (e.g., HTTPS, FTP over
TLS, etc.).
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.(End-to-End Encryption)

End-to-end encryption for web applications client/server
communications shall be implemented.
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The use of secure encrypted management protocols such as
Secure Shell (SSH) v2 and Remote Desktop Protocol (RDP)
over TLS shall be restricted.
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Certificate based asymmetric (private/public) cryptography
shall be used for all public external web applications as per
<entity name>’'s Cryptography Standard.
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Web application certificates shall be purchased from a
trusted CA compliance source and periodically renewed in
accordance with the related laws and regulations.
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Encryption functionalities and certificate management shall

be offloaded on the web application firewall to provide more
visibility into threats and attacks.
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Web applications cryptographic keys shall be stored in a

secure vault and physically secure locations as per <entity
name>’s relevant policies and procedures.
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All levels of logging as well as audit trail and security logs

shall be enabled on all web application and technical
components.
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Server logging and audit trail shall be configured to be
forwarded to a centralized logging system as per <entity
name>'s Cybersecurity Event Logs and Monitoring
Management Policy and Standard.
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Full backups for web applications shall be performed,
serialized, time-dated and indexed in accordance with
<entity name>’s Backup and Recovery Management Policy.
The backups must include at minimum web applications'
configuration backups, and the stored data and information
of web applications.
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<Entity name>'s web applications backups shall be
encrypted.
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Backups of <entity name>'s web applications for critical

systems shall be stored in at least two geographically distinct
protected off-sites.
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Backup recovery test shall be conducted every quarter or in
accordance with <entity name>’s relevant policies and
procedures.
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Backup verification and integrity mechanisms shall be S-7
employed to ensure that web application data is correctly
backed up and archived.
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<Entity name>'s web applications backups shall be archived
in an offsite storage for a retention period as per <entity
name>’s relevant policies and procedures.
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(Web Applications
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A DevSecOps methodology and process shall be developed 1-8
and adopted.
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A secure Continuous Integration/Continuous Deployment 2-8
(CI/CD) pipeline shall be developed and implemented
following best practices.

aiadl) jia)

1 .0 )\M:}”

14




sl ikl djles jlime 73 90

ELEJZ\_JLAAQMJQQJ\;J\QAHJ\J‘;[éﬁybf&aal_}j&\wiMM
b glald)

A container security platform shall be deployed from a trusted
vendor to manage container security and ensure that the
container system is safe.
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Security patches shall be regularly deployed.
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Critical information management mechanisms shall be
implemented to manage Confidential information, keys and
certifications, and prevent storing confidential information in
containers.
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Container images from trusted or approved sources shall be
used.
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Containers' infrastructure shall be isolated.
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Automated vulnerability detection shall be used to scan
containers before and after their deployment into the
production environment.
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Monitoring tools shall be deployed to regularly monitor
applications' health, availability and efficiency.
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