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A plan for wvulnerability assessment that covers the 1-1
assessment scope, start date, and end date shall be
developed.
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Vulnerability assessment plan shall be based on the relevant

legislative and regulatory requirements.
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Vulnerability management activity shall follow a defined
methodology, in accordance with <entity hame>'s enterprise
and cybersecurity risk management policies, procedures, and
processes.
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A report shall be developed after finalizing the vulnerability
assessment activities. The report shall include the following
sections at minimum:

e Executive Summary
e Reporting Introduction
e Methodology
e Target Assets
e Detailed Findings
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An action plan shall be developed after finalizing the
vulnerability assessment report in order to implement the
recommendations. The report shall have at minimum:

e Technical Owner
e Business Owner
e Required Actions
e Clear Deadlines
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Results from previously conducted vulnerability scans and
assessments shall be compared with current results to ensure
that remediation actions have been implemented in a timely
manner.
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Vulnerability assessment shall be performed periodically or at
least annually.
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Vulnerability assessment shall be conducted on a monthly
basis for all external critical systems (Internet-facing systems).
(CSCC-2-9-1-2)
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Vulnerability assessment shall be conducted on a quarterly
basis for all internal critical systems. (CSCC-2-9-1-2)
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Vulnerability assessment exercise shall be conducted as per
the relevant legislative and regulatory requirements, and it
shall take into account the following guidelines:

2-4-1 The exercise shall meet specific vulnerability
assessment requirements which are mentioned in
the procedures.

2-4-2 The exercise shall define the systems/applications
targeted for assessment, as well as any targeted
system/application specific requirements.

2-4-3 The assessment shall include network-related
vulnerabilities, service-based vulnerabilities, and
banner grabbing.

2-4-4 Vulnerability assessment shall be performed using
approved methods and mechanisms.

2-4-5 Risk rating shall be determined to prioritize findings
as per the cybersecurity risk management
methodology.
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An action plan for remediation, fixing the identified gaps and
patching targeted systems/applications, shall be developed.
The plan shall include vulnerabilities detalils,
recommendations, assessment start date and end date, and
the functions/teams involved in the exercise.
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The vulnerability assessment action plan shall be documented
and approved by <Cybersecurity Department>.
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All systems and devices within <entity name> shall have
vendor/manufacturer warranty as per the Service Level
Agreement with the vendor/manufacturer.
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All systems and devices within <entity name> should have up-

to-date security patches at the operating system and
application level.
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Automated tools for updating operating systems and software

(including third party software) are encouraged to be deployed
in the environment.
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Critical vulnerabilities shall be patched immediately after their
discovery as per <entity name> change management
procedures. Any high or medium risk vulnerabilities should
have a priority in the action plan, and be closed and
remediated within a maximum of two weeks from releasing the
fix or patch from the vendor, unless there is business or
technical justification that is communicated officially.
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