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Least-privilege security principle shall be used to provide 1-1

access to different types of email systems to server
administrators and operators.
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Access on servers shall be restricted to server administrators
by only allowing access to administrators’ individual accounts
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and workstation IPs using network Access Control Lists
(ACLs).
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Default/non-interactive/unneeded accounts shall be disabled
or renamed.
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In addition to a user/password combination, users shall be
required to use other authentication mechanisms such as
biometrics, hardware keys, one-time passwords, smart cards,
certificates, etc.
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Server password complexity requirements shall be configured
in accordance with <entity name>’s Identity and Access
Management Policy.
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Encryption technologies, such as Transport Layer Security
(TLS) and Virtual Private Networks (VPN), shall be
implemented to protect authentication mechanisms during
transmission. In addition, recommended next generation
encryption protocols and cipher suites shall be used. For more
details, refer to <entity name>’s Cryptography Standard.
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A Privilege Access Management (PAM) system shall be
implemented to enforce session-based temporary access to
servers based on request.
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Session timeout and session idle lockout shall be configured in
accordance with <entity name>’s cybersecurity polices.
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BIOS bootloader passwords shall be configured.
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Server administrators and operators shall be required to use
multi-factor authentication to access critical servers.
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Access to critical servers shall be restricted by administrators
and operators to be provided through Privileged Access
Workstations (PAW) only.
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PAM.
1-12-1

1-12-2

1-12-3

1-12-4

1-12-5

1-12-6
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Access to servers shall be restricted by administrators and
operators and shall only be provided through a jump server or

A separate jump server shall be used for system
administrators and users.

The use of multi-factor authentication shall be
required for the access of jump servers used by
system administrators by implementing ACLSs.
Access to jump servers shall be restricted to the
accounts of authorized administrators and operators
only.

Network access shall be restricted to jump servers
by implementing ACLs.

Jump servers shall be placed in the network
management zone.

Internet access on jump servers shall be disabled.
Unnecessary and risky services (such as sending
and receiving emails) shall be disabled on jump
servers.

All levels of logging, as well as audit trail and security
logs, shall be enabled locally and to a centralized
event logging system.
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Regular security testing (such as vulnerability assessments 1-2
and penetration testing) shall be performed in accordance with
<entity name>’'s Vulnerability Management Policy.
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Servers shall be regularly patched and updated in accordance
with <entity name>’s Patch Management Policy to ensure that
all servers' OSs and application software are up-to-date.

2-2
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Unnecessary/unrequired applications and services on servers, 3-2

such as printing services, telnet, etc., shall be removed or
disabled.
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Least-privilege security principle shall be used to provide 4-2
access to different types of systems to server administrators
and operators.
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Network access shall be restricted to server zones and server 5-2
management zones.
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Unnecessary/unrequired OS and application features and
configuration files shall be removed/disabled.
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Access to unnecessary/unrequired network and file directories
shall be blocked
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Hardware controls shall be used and access to removable
media shall be blocked.
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Server’s infrastructure shall be implemented following N-tier
architecture protected by a dual layer of firewalls. Specifically,
webservers shall be placed in the Internet DMZ, Application
Servers shall be placed in the Production Zone, and Database
Servers shall be placed in the Trusted/Database zone.
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Critical system servers shall be logically and physically isolated
from other servers or systems. For example, physical isolation
can be achieved by hosting the servers in a completely
different separate physical environment, while logical isolation
is achieved by implementing servers in a separate zone inside
the network without allowing access from any other zone.
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Server configuration hardening shall be configured, including
application, database, and operating system level hardening.
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Secure server images or templates shall be created for all
servers based on the approved configuration standards. Any
server or system that becomes compromised shall be
reimaged using one of these server image templates.
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Server images shall be stored in a secure environment on 13-2
securely configured servers and shall be regularly validated
using integrity monitoring tools.
LAY 5 shaill g LY Gl G ) sall ol ol ilaiall Juadl) (gada
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Logical or physical segregation for servers among production,
development and testing environments shall be implemented.
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Full backup for server shall be performed in accordance with
<entity name>’'s Backup and Recovery Management Policy.
Backups must include, at minimum, servers operating system
backup, applications configuration backup, database
configuration backup, and stored databases and information.

1-3
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<Entity name>’s server backups shall be encrypted.

2-3
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<Entity name>’s server backups shall be serialized, time-dated
and indexed.

3-3
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<Entity name>’s server backups shall be stored in at least two
geographically distinct protected off-sites.

4-3
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Backup recovery shall be regularly tested every quarter or in 5-3

accordance with <entity name>'s Backup and Recovery
Management Policy.
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Backup verification and integrity mechanisms shall be 6-3

implemented to ensure that data is being correctly backed up
or archived.
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<Entity name>’s server backups shall be archived in an offsite 7.3
storage location for the entire approved retention period and

as per <entity name>'s Backup and Recovery Management
Policy.
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OS and application functionality lockout shall be configured 1-4
with the least privilege required to operate in normal conditions.

For example, changing system time manually, shutting
down/restarting, editing system files,
creating/modifying/deleting files, etc., shall be disabled.
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2-4
Application whitelisting shall be enabled on servers to allow

only specific applications and software to run based on need.
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Application whitelisting agents shall be configured so that 3-4
users cannot disable the agents with the exception of
administrators when performing specific administrative tasks

that would require disabling application whitelisting
temporarily.
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s 4-4
A list of approved executables (exe, com, pif, etc.), software

libraries (dIl, ocx, etc.), scripts (psl, bat, vbs, etc.), and
installers (msi, msp, etc.) shall be defined.
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Application whitelisting shall be implemented to use
cryptographic hash rules, publisher certificate rules or path
rules to allow or restrict the use of applications.
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Application folders shall be configured with file system
permissions to prevent unauthorized modification of folder and
file permissions.
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Exploit protection functionality shall be enabled on servers with
both operating system mitigation measures and application-
specific mitigation measures.

Host-based) caraioall 8 i) jal) aie s CGLESY dasiial) dlaal) sl ada
2Asall mes e (Intrusion Prevention System "HIPS"

Host-based Intrusion Prevention System (HIPS) shall be
implemented on all servers.

Software host firewall shall be implemented on all servers.
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Antivirus shall be implemented on all servers.
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Endpoint protection shall be implemented on all servers.
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Advanced Persistent Threat agents shall be implemented on
all servers.
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Endpoint device control software shall be implemented on all b
servers to prevent the use of unauthorized devices.

By g pall die (DLP) bl g_:).uuc.md.uh.\
Data Leakage Prevention (DLP) shall be implemented where 14-4
required.
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All requirements under <entity nhame>'s Malware Protection
Policy shall be implemented.

15-4

(Event and Audit Logging) @8l Jaw s claal) Jas
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Server logging and audit trail shall be configured to be 1-5
forwarded to a centralized logging system as per <entity
name>'s Cybersecurity Event Logs and Monitoring
Management Policy and Standard.
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Servers shall be configured to synchronize time to at least 2-5

three redundant central time servers within milliseconds where
technically possible so that timestamps in logs are consistent.
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High risk servers that normally rely on centralized logging shall
be configured to maintain local logs in the event that network
connectivity fails.
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Encryption technologies, such as Transport Layer Security 1-6
(TLS) and Virtual Private Networks (VPN), shall be
implemented to protect authentication mechanisms during
transmission. In addition, recommended next generation
encryption protocols and cipher suites shall be used. For more
details, refer to <entity name>’'s Cryptography Standard.
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Servers storage media shall be configured, including hard 2-6
disks, Network Attached Storage (NAS), Storage Area

Network (SAN) connected storage, or any other type of
connected storage.
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Server management protocol that supports encryption or b
configures encryption for server management protocols, such
as LDAP over TLS, SNMPv3 with authentication and privacy,
Kerberos with TLS, encrypted syslog, etc., shall be used.

JsS 550 Jie bl ae ) gy Juai¥) ¥ S gig g adl sal) Cilipdail il slac)
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Encryption for server application and database communication

protocols, such as HTTPS, Secure API, TDE or SQL with TLS,
SFTP, SSHv2, etc., shall be configured.
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Limits for all server VM resources use shall be configured.
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A centralized server VM configuration solution shall be 2-7
implemented.
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Unused peripheral devices in the virtualization environment 3-7
shall be disconnected for all servers.
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Firewalling and intrusion inspection and prevention features
shall be implemented and configured for traffic between virtual
servers even within the same physical server or host (East-
West traffic).

pdally capmiuall aAl gy Juai™ (VLANS) 4nal i) ol ilSul dlac)
Azl @Y a0l &l G OV g alial 5 ) geay Cayall
Separate VLANs for communication between host and guest

server VMs shall be configured to be different than server VM
to server VM communication.
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A separate NIC shall be configured on all server VMs for
management connected to a separate out-of-band
management VLAN.
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Static IPs shall be configured on server VMs.
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Management protocols that support encryption, such as TLS,
SSH, HTTPS, etc., shall be utilized.

30 Jeii dadd Cpieal) i pdiall e W peas g ducal yit) dadas) Ay 5 ) s
‘Al iy dalaiy)

Ll )5 LeBe ) 5 Ledi g Ledandi oy g Leli g Aual 81 a0l sad) o L) @
dpal V) Adadll 4y (NIC) 4l dgal g oSaiall juaiy alac) o
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Virtualization environment management shall be restricted to

respective administrators only. Virtualization management
includes:

e VM creation, deployment, initialization, migration,
shutdown, or deletion.
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¢ NIC, VLAN and Vswitch configuration and change. o
¢ VM administration and access configuration

Badinall dgalia ¥ goll 5 ) Ay 188 5 dzal 381 a0 &) e dokalia) A Jae
Regular VM backup shall be performed in accordance with
<entity name>'s Backup and Recovery Management Policy.

10-7
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11-7
File sharing between host and server VMs shall be disabled.

i e Y i e s Rl Y1 Rl R 3 0 R 53 (el oL Shae ] 5 ek
el Y1 LAY
Layer-2 security shall be configured for the virtual environment, 12-7

and production environment shall be separated from VMs test
environments.

e palad¥) Y Capall g Capaall adl s o g il g pdaill @l jlad Sl
Warning and authorization banners shall be configured on both 13-7

host and guest servers to warn unauthorized users who
improperly use a server.

Jon il 5 il g oLyl @l 8 Loy dgucal 538V 5 3¢ YU dileial) AaisY) apes Jans
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All activities related to virtual machines, including creation,

deployment, migration and deletion, shall be logged.

(Central Management) a2 sall 5 1)
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Central management server or domain server shall be 1-8
configured to enforce <entity name>‘'s Configuration and
Hardening policies on all servers.

Lapall Gilalae ) o sale ) 5 iy Lalali a8 ) Sl culolac) 5 la) ol ol s
Aalaiie g 3aaae Ay ) ol i 8 AabaiD Al

System configuration management tools that automatically 2-8
enforce and redeploy configuration settings to systems at
regularly scheduled intervals shall be deployed.

Security) (<Y (s sise iail JS 515 5 ae 480 giall Clalac Y A8 e e Gada
GllaeY) palie e bl (Content Automation Protocol "SCAP"
C‘)—sAA ).\Q k_i‘).\.\}.l L;i L_I‘SJ; u.c &v\.’:}[‘) EJA.\MJ'. | L_I\cl_\.u..m\ﬂ :U}J;} 4&15 :\:UASY\

e

Configuration monitoring system compliant with Security
Content Automation Protocol (SCAP) shall be implemented to
verify all security configuration elements, catalog approved
exceptions, and alert when unauthorized changes occur.

3-8
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