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(Secure Code Development) <kl (e skl

clidatl) § eyl gl Adadil Alaa Glasal S pualdl (Y1 il 53
L skt o5l Cilaa ) Alead 1 jandl () dayl gun g

LDl ¢Sy Al i dag) N ¥V e bl ki a5 o (S
Ledae s (B LU g cla a5 Leiad s <Agadl anl> iy 4 ju gl

Aldiaall i)

:LU.LLM.“ el al)

ikt (SSDLC) 4ie¥) lyma yl o shai sl 5y 93 dlaey skas

A Secure Software Development Life Cycle (SSDLC) 1-1
process Shall be developed and implemented.

Leelil s (DevSecOps) "<hileadl s )5 skl dilec 5 dungia sk

A DevSecOps methodology and process shall be developed 2-1
and adopted.
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Cybersecurity requirements shall be provided in the initial
phases of software development and incorporated in the
SSDLC process.

8350 b Aaady el gl SR Jal e 3 el Y jlas) Gla
(SSDLC) Y Clymaall g 5k sl
Cybersecurity testing shall be conducted in the testing
phases of software development and incorporated in the
SSDLC process.
_SJ};J\ uLQ.sA) ‘)LI:IAY\} )gjjaﬂ\ Q\.}Lﬂ Al 2.‘\&.1 J\AS:JJ (‘.\:\MS
A secure environment shall be designed and configured for
development, testing and quality assurance purposes.
(1) Jsaall g ) il gl il ) ks
The secure coding guidelines under Table (A) shall be
implemented.
& s siall T 5 oy gl il cpal a2 Hhalie 10 ef e Cagall el ja ok
Abeal) Glandad) 5 2alail) (ady Lad (OWASP) cusll cilinks ey 7 sidall
Mitigations to the Open Web Application Security Project
(OWASP) Top 10 Application Security Risks shall be
implemented for critical systems and applications.
Y il clly o 4 aad) 3,88 e Joanil) ciliaDla il cildl guakas

Mechanisms to restrict modification of production source
code or production data shall be implemented.

8 paainall S uall G ulea s Glabi ol VG s AN (i sall Al 3
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Third party vendors shall be required to adhere to <entity
name=>’s cybersecurity policies and standards.
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Only up-to-date, trusted and licensed sources of software
development tools, libraries and components shall be used.
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Web application security controls shall be implemented as

per <entity name>'s Web Application Security Policy and
Standard.
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A

Standardized and extensively reviewed encryption algorithms
shall be used only as per relevant standards and procedures.

12-1
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All versions of all software acquired from outside <entity
name> shall be verified to be still supported by the developer
and appropriately hardened based on the developer's
security recommendations.

13-1
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Conduct training on writing secure code appropriate to the
programming language and development environment being
used for all software development personnel.

(Source Code Repository) 4 xadll 5 gl &2 siue
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A secure source code repository that has authentication,
version control, and logging enabled shall be used.

BJS.SJ\ EJ)L.MAJ Z\i)d.;.cm]\ B)s..ﬂ‘ L_A\ ua;.a.n Lgi djm‘j @.A Q\c\_);\ d#

Deny access to source code and source code repository for
anyone except application developers and owners.

Gl laay) Gl Fl cul sy laal) day geal Bas ge a3 A aladiul
lina ) e dasall

A unified version control numbering scheme shall be used to
reflect when updated versions of the software are installed.

Lo nadl s 28l e daall < jlaa) 445 )

Outdated versions of source code shall be archived
periodically.
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Source code for applications under development shall be
segregated from source code for applications in production.

sie Lgela jinl oSy dun L Dla il ) cligdaill 4y jaiaal) 50l 3ad )
Al

The source code of end of life applications shall be archived
to ensure that it can still be retrieved if needed.
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A copy of the source code for all applications developed by

third parties specifically for <entity name> shall be acquired
and stored in a secure source code repository.

(Docker) oUaill dual y@Y) gudlly cbigall Galy pasd sulaa sk
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Container and docker security hardening standards and
security best practices guidelines shall be developed and
implemented.

. e

ey Sl g liall gl ¥ 30 Jal (e @llag il 5l il ol
lglall )l o as
Secret management mechanisms shall be deployed to

manage secrets, keys and certifications and prevent storing
secrets in containers.

9-2

Badina 5l A8 55 ga ylian (e Gl slall fus aladial

Container images shall be used from trusted or approved
sources.

10-2

o dadh 2aaY) 5 sadizall Sl slall us Jo i ledal ald Gl Jas aladil

Al 5 A8 5yl il (e Ty Aaiis JS Gand Sy uay oLl
A private container registry shall be used to ensure only
verified and safe container images are downloaded to <entity

name>'s system, and that every image is scanned for
common known vulnerabilities.

11-2
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Containers shall not be run with superuser accounts.
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A secure code review process shall be conducted regularly
for internally developed web applications.
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Static and dynamic analysis tools shall be applied to verify
that secure coding practices are being adhered to for
internally developed software.

<Agall aul> 5 ) glaall clilail) 281K Uil 4y jaaal 5,08l Ayl daal e Ll
Aol Gkl J8 (e
Conduct a secure code review process regularly for all

applications developed by third parties specifically for <entity
name>.

LY Ay L 08 Wil s ) shaal) ciliplaill el dal gaall dlaie ) s dxal ya

Security controls of new internally developed applications
shall be reviewed and approved prior to application
deployment into the production environment.

i) e ) ) am laslaic) sale) s Llala 5 ) shall Ailall ciliylail) 4y sale
Baame dgie )b 5 e 2m ol Lgle
Existing internally developed applications shall be re-

evaluated and re-approved after a significant change is made
to the application, or after a predetermined period.

Lo guall apanil a3l oy ) sl 48 bl A8S) il aydi ) ja)
FUEY Ay B o) 3 A By ) il bl A 2l
(REE A5 saaiaall i) sl Al g sa )l s )

Risk assessments for all applications under development, or
which are purchased, shall be conduced to determine the
controls required to mitigate application risks to acceptable
limits prior to deployment into production environment (refer
to <entity name>’s Risk Management Policy).

o) e b e 3l il jall Sl ad) (Y0 3N sl o) sl
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Cybersecurity compliance testing shall be conducted for
software against <entity hame>’s cybersecurity policies and
standards prior to deployment into production environment.
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OWASP Application Security Verification Standard shall be
employed as a guide to define security requirements and
generate test cases to review critical systems and
applications.

ps Cmanil) g Clalac ) :\A;\)A SN L?A Ly QQ;AJJ\ Glalacy :\&;\)A ¢ sl
Y A 3 il U6 i)

Configurations review of software, including secure
configuration hardening and patching, shall be conducted
prior to deployment into production environment.

Axa) ya s 3R HLaal s el aill ani Glld 8 Lay o Sl padl (Y1 @l o) )
LY A 8 il 38 (el clipdaill ol

Cybersecurity testing; including vulnerability assessment,
penetrating testing and secure code review; shall be
conducted prior to deployment into production environment.

ey (BAY) L) g el il s Gl 8 Lay o Sl ad) Y1l jlas) ¢l sl
Y Ay 8 ol

Cybersecurity testing, including vulnerability assessment and
penetrating testing, shall be conducted after deployment into
production environment.

daal e JAA LGELES) 2y A 3 shall Glidaill 8 4] JSLEW) 43S dallas

L) Ay 8 il 8 el Glipdaill sk

All developed application security issues discovered during

the secure code review shall be remediated prior to
implementation into production environment.

Al 3 ) gually algall Juad day) gua ke Glanial 5 ) shaall cliplail) s

Developed applications shall be tested to ensure that
Segregation of duties controls are appropriately
implemented.
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Test accounts that are used in non-production environments

shall be removed before the application is moved into
production.

Chaase alasinly s AY) @l 5 Z LY 2y e Lilaia yy shaill 5 LAY £y Juad
e 2! Sl 5 (ACL) Jsaa sl a8l 230 58 i g dlae ) (33 s (g 4802
Adaall Gl s

Test and development environment shall be logically
separated from production and other environments using
network restrictions by configuring Access-Control Lists
(ACLs) and security policies on firewalls.

sad ol LS 8 Ly o) ke U8 (e Ay saaall 5 RSN lail daa e o) s
Sl aul> b oLy Ay b el U3

Source code peer-review shall be conducted by a developer
who did not write any of the code prior to its deployment into
<entity name>’s production environment.

Aad yall 5 saaizall Cilma ) Cpal i <l gal 5 4 jaaall 3 adll alasii)
Only approved and licensed source code and software

security assessment tools shall be used.

ek a5 Jial Jal ye A8S 85 ) shall cilihaill 430 <l HLEAY) ¢yl
(UT) wlas sl jlaal s dgdala Il e il jlia) &lly i ey ((SDLC) sl

(UAT) padiusal Js8 Ll 5 (SIT) dadail) JalSs sl
Security testing for developed applications shall be
performed in all testing phases of SDLC including non-
functional testing, Unit Testing (UT), System Integration
Testing (SIT), and User Acceptance Testing (UAT).

4] CSE) gl jaal s il all 8 Al gad) 3lY dlee Culasiiul
Laginalia g gy el o s

A process and registry shall be developed and maintained to
manage software bugs, vulnerabilities and security issues.
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Testing shall be embedded as part of the Continuous
Improvement/Continuous Development (CI/CD) pipeline.

cay) lindaill yygdat lald ) - 1 J saall
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Authentication (OWASP:A2:2017 — Broken Authentication)

Baanall UL Ay gel) (e (383 aiE jiladlly Glsdiall A8 b o (sl

(oSl 5 Al il s Aale o 5S3 Lia g
It shall be verified that all pages and resources require
authentication except those specifically intended to be public

(Principle of Complete Mediation).
O s LAy die cpeadiceall g pe Gl HeI5 Y 5y pall IS Jgia o (e Gail
Alrde ye (Lgtawats Al JSEY] o) g pall lalS J i 8 SEHN JLSY) dpals

It shall be verified that all password fields do not show users'
passwords when entered, and that password fields (or the
forms that contain them) have autocomplete disabled.

3,8 ade lacal Aial 5 ) gumy (3933 A gl e Gsiadll day) g A8S o e cgas)
B Dsad (38R0 Ay sed) (e = O (e
Jsa s e Lealeal gl

It shall be verified that all authentication controls fail securely
to ensure that attackers cannot log in.

Gl Lgma Jalaty 31 (5 5aY) 4 5l e slae 43S 5 laie VI iy of (e (3aal
Al e b gemy 0k 5l 3 R5e e el g e pai Y

It shall be verified that credentials and all other identity
information handled by the application do not traverse
unencrypted or through weakly encrypted links.
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It shall be verified that forgot password and other recovery
paths do not send the existing or new passwords in clear text
to the user.

OSes e (User Enumeration) aaiva) aul alass cileaa 3% G (e (giail)
Mobial) G M g all RS s sale " 5 sl Qi Cailla 5 sk e

It shall be verified that performing username enumeration is
not possible via login, password reset, or forgot account
functionalities.

@l s Galaill Jae HUaY alasiu¥) 0 duzl 81 g pe GlalS 2 sm g ade (e 3R
.("admin/password" Jis) Gubill Ji (e deddiee Gl Sa

It shall be verified that there are no default passwords in use
for the application framework or any components used by the
application (such as “admin/password”).

e Al sl (Resource Governor) sdbas lala dgas (e G3aadll
Gl aal Jslay a saa 58 5) (Vertical Brute Forcing) 2 sesll isedill o sagll
B el asaglls (Aasall ol S AES aladiuly sl Gl
Gblaall mes Gl A1 Jslsy asaa 58 5) (Horizontal Brute Forcing)
&b ol dlia o YT sy s ("Passwordl” Jie sasls e 4l aladiuly
Olsie Glalae) dava iy (JUWN Jua Jxd dssall alaie ) alily W)
pls Aidy B0 2o 4Ble) b Cuso el agagd) Haadd i Y1 S50
Gl e JS Gyileld Jaall Wll 5S35 o Gangy 4883 15 2 luall 33k

Ae ) sall g dpandill Gleagdl (e Gleall

It shall be verified that a resource governor is in place to
protect against vertical brute forcing (i.e., when a single
account is tested against all possible passwords) and
horizontal brute forcing (i.e., when all accounts are tested with
the same password, such as “Password1”). A correct
credential entry shall incur no delay. For example, brute force
source IP address lockout shall be configured to 60 minutes
and account lockout to 15 minutes. Both these governor
mechanisms shall be active simultaneously to protect against
diagonal and distributed attacks.
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It shall be verified that all authentication controls are enforced
on the server side.

AL w1 Y5 530 S bie AL a5 el LS Jsia (o (e (gl
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Al

It shall be verified that password entry fields allow or
encourage the use of passphrases, and do not prevent the
entry of long passphrases or highly complex passwords, and
provide a sufficient minimum strength to protect against the
use of commonly chosen passwords.

(staaill Calall Capan o ¢ Jomnll (Jia) el 3 )l) cailda 5 43S () (pe (381
e Cupadl ey sl Mosall K cud g Maasiadl aul cuu
s (("IVR" el 4 peal) st ol dacluall (iSa ol 6 siiall/Jadal
oy Gilaagl) Aaglia e 308 coluall ) Jsea sl dada amiid o (S

el o (il L) LYY 5 s
It shall be verified that all account management functions
(such as registration, update profile, forgot username, forgot
password, disabled/lost token, help desk or IVR) that might
regain access to the account are at least as resistant to
attacks as the primary authentication mechanism.

Clangll A glia 201 aladiuly anslaic) Glly Hasd agiSay Gaeadiual Gf (e @8l
i die Claagd) daslie o Ay sed) o @il Al AV 5 )08 iy aias
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It shall be verified that users can safely change their
credentials using a mechanism that is at least as resistant to
attacks as the primary authentication mechanism. Password
changes shall require the existing password to be entered
prior to entering a new password, followed by re-
authentication of the user.

sl Waslae) b Gt 558 5 ye dey Slaie¥) Gy aSla olgil (yo (gindl
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It shall be verified that authentication credentials expire after
an administratively configurable period of time. The password
expiry duration shall be shorter based on the criticality of the
application, thus ensuring a quicker password change.

"ighaall Clae Ll @y ey 4sed) (e @RI il ) 8 38K Qi (e (3R

MR el QY
It shall be verified that all authentication decisions are logged,
including linear back offs and soft-locks.

A s 45 3ad 45 yk aladiinly Uil sdie 45 jae cliluall 5 pe S (o (e (3aa)
Ll il (Cluall ol co i) axdiee B Jia) s S0 dals

It shall be verified that account passwords are salted using a
salt that is unique to each account (e.g., internal user ID,
account creation, etc.) and hashed before storing.

Jonalls Aoa AN Gileadll J gen s 35 g0l (e (38a) alade ) bl 48K o (e (38a)
(Arae 5 ah (A Gl g) (cene a8 ga (A0 )R g Bl Gudaill
It shall be verified that all authentication credentials for

accessing external services for the application are encrypted
and stored in a protected location (not in source code).

O 8t o Jaa® ey Je i sl sl s s el Al e o (e (a8

sl &S Jla ) e Y (L e 5l A sanall il gl iyl
It shall be verified that forgot password and other recovery
paths send a time-limited activation token or use multi-factor

authentication (e.g., SMS, tokens, mobile application, etc.)
instead of a password.

O 2my W) Al ol gl a3l Y 5 pall AalS s dila g (f (g (38a1))
ooall AlS Huat 4 aadtial) ey

It shall be verified that “forget password” functionality does
not lock or otherwise disable the account until after the user
has successfully changed their password.
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It shall be verified that there are no shared knowledge

guestions/answers (Also called "secret" questions and
answers).

o 332 S AL Al A5 e ¥ s s g LAl olac ) 2alSe) (pe (3ial
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It shall be verified that the system can be configured to
disallow the use of a configurable number of previous
passwords.

A bl @l o L) TS e Aysed) (e (3iaill Ty gun A8 245 (e (i)
. : T 2R e A o ] a0 (e
(s g lend e ing

It shall be verified that all authentication controls (including
libraries that call external authentication services) have a
centralized implementation.

¢ yuiall 4 gl (pa aaill ol dlac ) (38a3 o A ged) (e Gsaadll sale) e (3aa
Glilee 5b Zlendl U8 Alalaall g 55 5l Jal gal) 35 Gaadail) ol Lyl 0 )1

Gl Lalall Hhalaall g el Calall a8y gubail) e dulis
It shall be verified that re-authentication, step up or adaptive
authentication, SMS or other two-factor application, or
transaction signing is required before any application-specific

sensitive operations are permitted as per the risk profile of the
application.

g s da 8 Lelay) of axdieal slaic) cilily Jeds oY Aadh 5 2 ga g (e (38
_@Aiétgjs\

It shall be verified that a functionality to invalidate or disable
user credentials in the event of a compromise is in place.

A iy el aW) s pulaall T g 5 pall A a8 e 3831
It shall be verified that password encryption is implemented
in accordance with relevant standards and procedures.
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If <entity name>’s application manages a credential store, it
shall ensure that only cryptographically strong one-way
salted hashes of passwords are stored and that the table/file
that stores the passwords and keys is write-able only by the
application. (If possible, MD5 algorithm shall not be used).

O Az sill Bale ] aladiul 5 el Qi A jaaal) e A sel) (e Al (Bhaie Juad
(Sl Ay sell e (BaaT A8l e M)
Authentication logic shall be segregated from the resource

being requested, and redirection to and from the centralized
authentication control shall be used.

Giadl) il (e el e o Jadl ) G sel) (e iail) B8 Jilay Jali VT s
WS gl "mmia e adiie anl aladiul e Yoy Ul dans b dsedl (e
2 Dson RalS o maia e padiis aul plsdi) g Magaaa e e
:‘:’Jm‘ 3‘)5:“1‘ @‘U-’Ua.m c«LL';S]\ dﬁ\.u) UJSJ u\ G uﬂ\i‘ NS 5

L e die
Authentication failure responses shall not indicate which part
of the authentication data is incorrect. For example, instead
of "Invalid username" or "Invalid password," "Invalid
username and/or password" shall be used for both. Error
responses shall be truly identical in both display and source
code.
LS Aaidl) o dland) 8 315l ) pall AalS 2t dn jo lilhiie Gadai cang
i ) cilangl) dga) sal 8IS 4y 5el) (e Gl lie) by 0585 o qang
DAl RS O (e @) ang s il Ay A 33 5a sl Calaagill nilly dails
PR ol sl e
(AZ) B o aals S i o
(9-0) J8YI e alga8, o
S ()&%SH )b BV e oasly gald ey e
(~{IF _"N@7<=>;1.
rob L Y e et Vg pall 4S5 (e 3Rl g LS
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("aa"s " 111" Jie) Gulliie (uiilate ey o (i 0 ST @
("abc" st 789" i "123" Jic) Aluluiia jsa, i A6 @
o3l ) i @

s "p@ssword” sl "password")  dmssdi  CldS e
.("secret123"

Password complexity requirements established by a policy or
regulation shall be enforced. Authentication credentials shall
be sufficient to withstand attacks that are typical of the threats
in the deployed environment.

Additionally, it shall be verified that passwords contain:

e Atleast 1 upper case character (A-2)

e Atleast 1 lower case character (a-z)

e Atleast 1 digit (9-0)

e At least 1 special character (e.g.,-,+*()'&%$#"! “
~y _"N@?<=>;1)

It shall be verified that passwords do not contain:

e More than 2 identical digits or characters in a row (e.g.,
111, aa, etc.)

e Sequential digits or characters (e.g., 123, 789, and
abc)

e The same username

e Dictionary words (e.g., password, p@sswOrd,
secretl23, etc.)

damall e Jedall Jaaud OV glaa e 2280 220 2 Glaall (et lad) &)
Gilapdaill Y glae S Al pe Slandaill Y glae uead (JEall Jas o)
Y glae Ll 8IS () 5 Aigma Agia ) 5yl laall Jomi elal) amys (Al
281 prandt Gy ALy sk Bl 028 (5583 W Aday b dlaie W) il el 4 sagd)

(&8 4883 30 aad Jamiill ¢ lal) D) daadll Caas Cilana
Accounts shall be disabled after an established number of
invalid login attempts (e.g., five attempts for non-critical
applications and three attempts for critical applications).
Accounts shall be disabled for a period of time sufficient to
discourage brute force guessing of credentials, but not so

ol yidl
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long as to allow for a denial-of-service attack to be performed.
(For example, disabled for 30 minutes).

Jsaall abimas die (Y o laali S 31 sus) lsall aladiind Ha0 aadiosall £330 Cany
e

The last use (successful or unsuccessful) of a user account

shall be reported to the user at their next successful login.

(AaeY) e Aysell (e 8ail) el ja) - OWASP:A2: 2017) cludall 5,14

Session Management (OWASP:A2:2017 - Broken
Authentication)

30-1

cJandl Ul dialal) Al Al 5 ol aSal) dsl gadail) aladiul (e (3aal)

It shall be verified that the framework’s default session

management control implementation is used by the
application.

padiuall = g A Jaad e Gluadall JUay) (e (38l

It shall be verified that sessions are invalidated when the user

logs out.
ALl axe (e dma b 8 g e amy Gludall Gl g el (o (38

It shall be verified that sessions timeout after a specified
period of inactivity.

Gt L) J pa sl Ay gell (e G831 i Al Gladiall 48lS o e GaEadl
oA dsadl lail 5

It shall be verified that all pages that require authentication to
access them have logout links.

Cookie) LVl clile gaslie (A Y) Tad 4 gi&a pe Audall 4y a G e 321
el s Uasll il 5l (URL) o siad) Loy i 3 Taass s ((Headers
WS salels (URL) O il Jay ol ae s ¥ Guakaill o (g 38 138 el

Aagy il lalal) cilads

It shall be verified that the session ID is never disclosed other
than in cookie headers, particularly in URLS, error messages,

aiaill jial
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or logs. This includes verifying that the application does not
support URL rewriting of session cookies.

AN dond die Lo of Adall dyga juis (e (331
It shall be verified that the session ID is changed or cleared
on logout.
Lol Y1 clile aladiuly lede Gabiaall ciludall g paill ga )l o e sl
(padind) vie Ll ¥ Glils (mje axe ) "HitpONly" 4l aladinly duess
It shall be verified that authenticated session tokens using
cookies are protected by the use of "HttpOnly".

Ll Y clile aladiuly lede Goliaad) ludall 44y il jsa)ll of (e (380
Strict-" :Ji) 335a 50 28all J&) Gl Cpglie Ol "Secure” dualiy duesa
.(" Transport-Security: max-age=60000; includeSubDomains

It shall be verified that authenticated session tokens using
cookies are protected with the "Secure" attribute and strict
transport security headers (such as Strict-Transport-Security:
max-age=60000; includeSubDomains) is present.

Adall ULy 48 jus aied Jsaal) Qs vie dudall 08 5035 (e (331

It shall be verified that the session ID is changed on login to
prevent session fixation.

sl e 38l sale ) die Alall Ay i e S8l

It shall be verified that the session ID is changed on re-
authentication.

e Sl b e 3odball clulall cilgs e oy Gukill O e 3l
Q\A:'AMLSS C'_:La}é\ 0l )ﬁg}m&*\m‘
It shall be verified that only session IDs generated by the

application framework are recognized as valid by the
application.

Sl Al st 5 AL sk gile Gobadd) ciludall 4y yail 5 go M) (5 (e (38
il Ay 8 da0ld Glaagd et Al Gleagd) dga) gal
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It shall be verified that authenticated session tokens are
sufficiently long and random to withstand attacks that are
typical threats in the deployment environment.

Lol Y1 clile axdias il g Ll Galiaall cilulall 48 ol 5 gall o e (38l
calo dpald a8t aaatate gy, a8 sall G AaDe 4 jas dady 23aa Hlua L
2 s J5a0 Qs AlaaS el i Jlae Y1 cilS 1) ) sUaill s )

It shall be verified that authenticated session tokens using
cookies have their path set to an appropriately restrictive
value for that site. The domain cookie attribute restriction
shall not be set except for a business requirement, such as a
single sign on.

8 el (e 8 alia 5 S dial Yl padiiee Ciladay e Y Gukdl Of (e geal)
.”&M.w.
It shall be verified that the application does not permit

duplicate concurrent user sessions, originating from different
machines.

Tyla) aolae ) o e § 5 5] oac¥) 0l 5y 2y el i g el (i)

(Bl olgiil iy of) Talial) (e kil jang
It shall be verified that sessions timeout after an
administratively  configurable maximum time period
regardless of the performed activity (i.e., an absolute
timeout).

o=l J8 JsSsisn o Jbai¥) al s Ja 8 Adall aas a i)
B W5 (HTTPS) 0¥ ondill (il Ji JsS 5350 S (HTTP) gonciil
oaill o S5 aladinl Guaduall e Ayl e Gl dplee DA Sy
J8 IS i o JE (e Yo ekl (A Sl ainls (HTTPS) 0eY) el

(HTTPS) 0a¥) (oaniill paill Ji S 535 05 (HTTP) (il il

A new session identifier shall be generated if the connection
security is changed from HTTP to HTTPS, as can occur
during authentication. Within an application, it is
recommended to consistently utilize HTTPS rather than
switching between HTTP to HTTPS.

(AaeY) ye Jgaslly oSaill Sl ja) - OWASP:AS:2017) J s sl oSl
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Access Control (OWASP:A5:2017 — Broken Access Control) _ S

) Y1 cilasal) i il g 1) Laih g o) ey (ppariil (f (i

It shall be verified that users can only access secured 1-3
functions or services for which they possess specific
authorization.

(Secured ) cpgbiall ) L Jgpa ) agiSa (peadigl) o o sl

ld dals dlala s m sl o sSley Al (URLS
It shall be verified that users can only access secured URLSs
for which they possess specific authorization.

2-3

058k ) 23N ol il Y] La o) agiSeay (petiianall (f (e (3

It shall be verified that users can only access secured data
files for which they possess specific authorization.

sl ) dad J gea gl S Cun nana b_pdlaal) KN Ciliaa jo o (e Gl

It shall be verified that direct object references are protected 4-3
in a way that ensures only authorized objects are accessible
to each user.

<y (€ 13 ) (Directory Browsing) Jial méwai Judi slall (e sl

Lt
It shall be verified that directory browsing is disabled unless
required.

o ey S dpanal) il glaall ) Jad ) gaca o)) i€y andiiosal) o (e (3
Sl e aal il gum la YA G cJlal) Jms e ) Led dals ciladlaas
(DUl (N 4 7 padl e Jsaslly bl e B e GlS])
It shall be verified that users can only access protected data 6-3
for which they possess specific authorization (for example, by
implementing controls to protect against direct object
reference tampering and prevent unauthorized access to
data).

ol yidl
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Aial 3 ey Jgaa sl T i (33 (e (38T

It shall be verified that access controls fail securely.

(el liadta s Ll e ¢ sSliay (radiinie (e Lgitli)
It shall be verified that the same access control rules implied
by the presentation layer are enforced on the server side for

that user role, and that controls and parameters cannot be re-
enabled or re-added by users with higher privileges.

O Aol Aund) il slaa s UL g Cpeadiiadl (ailiad ZEIS G e 58al)
aed s jas OIS ) Gaeatiial) J8 (e L oo Sl (S0 Y J saca ) Jayl guia U

It shall be verified that all user and data attributes and policy
information used by access controls cannot be manipulated
by end users unless specifically authorized.

pAY dga e Alad J a5l dal pum 43S ol o Gsatl)
It shall be verified that all access controls are enforced on the
server side.

Aaalil el A o5 Lelimas Sy g s Sl ) o (g il

It shall be verified that all access control decisions can be
logged and all failed decisions are logged.

8alima Baea Al pdie Ay yai 1) say Hdeay daad) ) Sl Gadaill o (e 3
«(Cross-Site Request Forgery "CSRF") adlsdl ye llall yy 3l
daill dlle O LLxall AS (e e 3o la il axdiually Lals se )l o0 ()5S
Ay il 3 gall 038 sa s e i kel 5 dpenal) il slaal) ) S saa sl

Ll 38 dadlas ie Al ardiouall e el

It shall be verified that the application or framework generates
strong random anti-CSRF tokens unique to the user as part
of all high value transactions or accessing protected data, and
that the application verifies the presence of such tokens with

ol yidl
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the proper value for the current user when processing these
requests.

Oe sl i 8 bty AUl G e @3N - gea sl oSl aS) Sl dleal)
Go g (il sliadll i dresall Cailla sl i) i S ) Jgea sl
all (Judl duw Je (Resource Governor) sbac bl aladiu) s
UL Bae B bl v (e (528 padsa gia Shdele JS0 ol YA dae (g
Lelesty
Aggregate access control protection — It shall be verified that
the system can protect against aggregate or continuous
access of secured functions, resources, or data, possibly by
the use of a resource governor, for example, to limit the
number of registrations per hour or to prevent the entire
database from being scraped by an individual user.

bt st e ind 3 Sl @iy b La) A0S e Al dsa gy cpe Ggiadl

It shall be verified that a centralized mechanism (including
libraries that call external authorization services) is in place to
control access to each type of protected resource.

f,.\.da.dm all Gl Had e Gladla s Ll e :_m.\.a" Lﬂg'ﬂ\ ‘”QL.LA' b om aadll e (333
s AY

It shall be verified that there is segregation between privileged
logic and other application code.

Jeldiy @Al e 45 Al Al Slaslaall (Al A3l J g 5l Lol guia gk
Ll Jpa sl Sy Al il 5 48 gal) Slalall 5 45 Al bl cla glaall 038

NETELEON e\.i.é..’a Cpaddie Ji e Jadd

Appropriate access controls shall be implemented for
protected data stored on the server. This includes cached
data, temporary files and data accessible only by specific
system users.

o Hlall Aalas) (e VLAY ac s ) cllal) ol daadll cilibaa o (e 383
LY s cladlall (e Ao aad) @lliad L)
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It shall be verified that service accounts or accounts
supporting connections to or from external systems have the
least privilege possible.

Jims o) Tantinaddl e illall Juadi olal] 5 lloall 385 Gulad (a (3iad)
(a5 e Al L da sleil 5 e Lagy B0 (s ST 550 223 (Ul

It shall be verified that account auditing is implemented and
that unused accounts are disabled (for example, after more
than 30 days from the expiration of an account’s password).

% L)}A sl sale) sy dgale Baladdl Al ghall caladall CLQ.UJ\ Jds Lﬁ
Mn_m:\‘&_ﬁajdbgj co\.}\_}.a_)gﬁejc OM?M\ QQ;M_,@JLAE
Ased e @il sale) dolee ) ) oo bl axdiudl 25 54

If long authenticated sessions are allowed, a user’s
authorization shall be periodically re-validated to ensure that
their privileges have not changed. In case their privileges
have changed, the user shall be logged out and forced to re-
authenticate.

bl (i g5 vie clalall eled) s clibualdl Junii ¢lal) ae oy Gadaill o (e G333
sl ek gl Alla b gl ¢ sall (8 et Ggan die (JU) das e ) b Dlall
(e 5l (Dl Cile) ja)

It shall be verified that the application supports disabling of
accounts and terminating sessions when authorization
ceases (for example, upon changes to role, employment
status, business process, etc.).

s Jaayly sl - OWASP:AL1:2017) <Oladl aldel
(&5 e Laaill 1aa il - OWASP:A7:2017

Input validation (OWASP:A1:2017 - Injection &
OWASP:A7:2017 — Cross-Site Scripting)

18-3

19-3

20-3

(b all () 5] Ars ) slat el (e
It shall be verified that the runtime environment is not

susceptible to buffer overflows, and that security controls
prevent buffer overflows.

aiaill jial
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(SQL i) wSlaia¥) cilagletd ial A jra e Jirdilll A o o 38
(SQL Asaid) adaind) clagled (s widi 0¥l Il ol ¢(Injection
.(Injection

It shall be verified that the runtime environment is not
susceptible to SQL Injection, and that security controls
prevent SQL Injection.

Glsall ye dmasll pasaill (sl A jme e Jadill Ay ol ge el
(XSS) @l sall e Lima il o seaill (s qiad e dail pa (5 ¢(XSS)

It shall be verified that the runtime environment is not
susceptible to Cross Site Scripting (XSS), and that security
controls prevent XSS.

Tosd) Jalall Y Ml S 5i5 0 gial A yea e il Ay o (e R
sl Jalall ) Saall J oS g5 5 s qiad 5aY) Jasl s 15 (LDAP Injection)
.(LDAP Injection)

It shall be verified that the runtime environment is not
susceptible to LDAP Injection, and that security controls
prevent LDAP Injection.

(OS  daiiill i yelgl sl dimjpea ye sl dan of e @i
(OS Janiill aldai el s wiad (¥ Jadd 5a )15 «(Command Injection

.(Command Injection
It shall be verified that the runtime environment is not

susceptible to OS Command Injection, and that security
controls prevent OS Command Injection.

(0Sal 1)) Ledsha g Leai g bl g 53 (ga (3
Data type, range and length shall be verified (if possible).

Loyl gum Gk (g 2SUN Cangy cMA0RS Alina 5 ykA ) say lasd) ) dalal) vie
calgally alal) Clipdail) Aoy clgals Alan s A aa i e Al
ALY Jadiiy Gkl alasiind 3 58 J) sl i) @l axaiins ) Clgall 48 yea

(VNN H & () %" < >) Y Al 3 kAl el e
If any potentially hazardous characters must be allowed as
input, additional controls; such as output encoding, secure
task specific APIs, and accounting for the utilization of that
data throughout the application; shall be implemented.

ol yidl
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Examples of common hazardous characters include: (" <>:
"W+ &()%).

onlaill A 3 S siadl

It shall be verified that all input validation is carried out by a
centralized input validation routine for the application.

Ledia o oolandl by ) sas ALl Gaadl Gllae 48S () (e geal)

It shall be verified that all input validation failures result in
input rejection or input sanitization.

‘_Ac \AJ\A.}!J Q\bﬂ.\kﬂ\ Jﬂ# Q\;\)_A} ji dﬁ;ﬁ\ Q\;\_);J 4a1< J..gs.\ﬁ %) és;ﬂ\
_ealsj\

It shall be verified that all input validation or encoding routines
are performed and enforced on the server side.

ARl Apuailly s e yind 5 A8 58 pall e Ll RS (g aladl (e (3
Gl Ally ady dgallady "HTML" 4al jalie &b 4 L) "HTML"
oailad 5 "CSS Blocks" dluludall Lhaill ladiall 3K "JavaScript”

Gkl (5 sinal Aaidla s s sum ("URL" 0l siall Jop s
It shall be verified that all untrusted data that is output to
HTML (including HTML elements, HTML attributes,
JavaScript data values, CSS blocks, and URL attributes) is
properly discarded for the applicable context.

LA JJLAA Al 3000 ("UTF-8" Jie c‘)ya‘)s‘ Gile gana u\ %) és;ﬂ\

It shall be verified that a character set, such as UTF-8, is
specified for all sources of input.

el ey gl it @l ey A8 B g ARl UL AEIS 5 (e (381
Aelas U Jaeadl ) Al pall il

It shall be verified that all input data is canonicalized for all
downstream decoders or interpreters prior to validation.

Ll (any 5) Jmeall adiall G Ganadily ey Gabaill dee ) (S 13)
Jsiall ol e el Canad ez dsa () 2l lb e (AEEN Sl aiall oy
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Loy 3l e Gaana g pall A" M aall" o "Cliall dua y" Jie Liel dblial)
Capall ekl

If the application framework allows automatic mass
parameter assignment (also called automatic variable
binding) from the inbound request to a model, it shall be
verified that security sensitive fields such as
“accountBalance”, “role” or “password” are protected from
malicious automatic binding.

il Gail) J8 IS 55 50 < jaie sl Cilana (e ane bl O (e (i)
Gl <y jolias G e Y Gabadll Jae ) S 13 La sas ((HTTP)
Al g copglially bl ¥ cliley "POST" lhy (GET" b Jis)

(L s
It shall be verified that the application has defenses against
HTTP parameter pollution attacks, particularly if the
application framework makes no distinction about the source
of request parameters (GET, POST, cookies, headers,
environment, etc.)

Gl e & 6 ST aal g G3AN (e (3883 Jaflia aadioy (gudal) ol o (aEadl)

RRPEPRIE
It shall be verified that a single input validation control is used
by the application for each type of data that is accepted.

A (e gaal 8 BLAY) GV A8S Joad (e (33a1))

It shall be verified that all input validation failures are logged.
e asts Gl Lia palaill i s jaall aa i cililee (e g 53 IS O (e 38
33 goaiall dga ol a5 el Tadliza 4l (gl

It shall be verified that for each type of output
encoding/escaping performed by the application, there is a
single security control for that type of output for the intended
destination.

() e Juludll £ &Y -OWASP:A8:2017) ¥ e Jualiil £lal)

Insecure Deserialization (OWASP:A8:2017 - Insecure
Deserialization)
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Aaliie LIS Y el )l al il Jie il slaall dadls (e 8all Clilae Gaaka
Ll e Sl dplae S oL aial

Integrity checks, such as digital signatures, shall be
implemented on any serialized objects to prevent hostile
object creation or data tampering.

e gana bale a8 555 a8l (Y SN L) U8 Judidil) olal) JOA Ba3aa 3 58 38
dsag Tk dag gl 13 e sladie W) Cpeniiall jee e aasill AL el

2 sadl 5k
Strict type constraints during deserialization shall be enforced
before object creation as the code typically expects a
definable set of classes. Bypasses to this technique have
been demonstrated; therefore, reliance solely on this
technique is not advisable.

Laia claaSlall 5 Ll el dinia il A Leliandi 5 Ledadas oLl oy 30 5,80 (3o

OSal

Code that deserializes shall be isolated and run in low
privilege environments whenever possible.

Dl LY Judud olal) Lgd 2asy Al B el & sl ga 3,04l

Deserialization exceptions and failures; such as the cases in
which the incoming type is not the expected type, or the
deserialization throws exceptions; shall be logged.

S alsall Sl gl e 480 & ol s 2l ) oy N 48 5 5l s
Incoming and outgoing network connectivity from containers
or servers that deserialize shall be restricted or monitored.

)‘)AL&LJ el @ew\ o8 \AJ 4\:1.1.5.\]\} Jealoal) ;Lajj 3\_\5\)40

Deserialization shall be monitored, and an alert shall be
issued if a user deserializes constantly.

(hlaal Lpanal) e sladl) i 525 - OWASP:A3:2017) naidl
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Aigdas kil adiive (pe et dlead dardiivall el V10 A8S o (e (3aa)
_eq&]\ Jgars
It shall be verified that all cryptographic functions used to

protect secrets from the application user are implemented on
the server side.

4..\40‘ 3)}.-4.'1 ‘”953.1.“' ).\S.m.\jw. vl | Q‘h) PN ui e ‘BSA.\S“ Al

It shall be verified that all cryptographic modules fail
securely.

A ot N ) 45 eaddl e Jsea gl e At )l 6l Ales (g0 8
dlaat padiid Al e @l e jlia je (ai€ &R Gukill dlaie) cilily

(AaaeY) clalac Y e sles ) J saaa sl
It shall be verified that any master secret(s) is protected from
unauthorized access (A master secret is an application
credential stored as plaintext on disk that is used to protect
access to security configuration information).

B sall il jpaall 5 (Al sdiall Clalal) elansd 5 Al siiall QB V) 28K o (e (3aa
ABYI Mga e Byla (Strings) A sdall Cisyall Judls (GUIDS)
5 400 gaal) i) 038 (pe Caagl (5 oS Ladie @l 5 ¢ il 23 gall aiaall A0 ial)
Leieds e 3 )4 o dealeal) EPEN| BLEN
It shall be verified that all random numbers, random file
names, random GUIDs, and random strings are generated
using the cryptographic module’s approved random number
generator when these random values are intended to be

.unguessable by an attacker

el (a5 Lgia a5 8 Gaadaill 8 Aaddiieall il w3lai o (ya (3l
A 3 el el

It shall be verified that cryptographic modules used by the
application have been validated as per relevant policies and
procedures.

3 el ja¥ly cbulandl Ty sl Lallaty Jand il 23 of (e 3ia3)
A8l
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It shall be verified that cryptographic modules operate in their
approved mode in accordance with relevant policies and
procedures.

L laal 498 Jia) 5l meilie 3513 488 J o dag poa Al 253 5 (e G
AdiBle 3 ) sy Al 028 Gadat (e (388l 5 (LD elelil 5 Lilad) s Lema ) 53

It shall be verified that there is an explicit policy for how
cryptographic keys are managed (for example, generated,
distributed, revoked, or expired), and that this policy is
properly enforced.

adsil) Lasl A e (Non-Repudiation) JSy) axe asay e (il
Sl A g IV 5l 5 Alal) o elaall (e

It shall be verified that non-repudiation through cryptography
(digital signing) is present for financial or e-commerce
transactions and records.

Algin¥ Ul (myai Jla B AaiDe by oy el eiilie 88 dlea (g 3l
o3l o allainl Cangg 4n 55l San Y dld ¢l
It shall be verified that all cryptographic keys are adequately

protected. If a key has been compromised, it shall no longer
be trusted and shall be replaced or revoked.

il s dpenall e shaall 5 (PI1) el aaail AL o shaad) 58 Ga (i)
LAY A Y Ladie 45 )3
It shall be verified that Personally Identifiable Information (PII)

and protected information and data are stored encrypted at
rest.

Jonnaill 4l s A0S 2e - OWASP:AL0:2017) lebinsi 5 eUhaa¥) ae Jalall
(481 a5

Error Handling and Logging (OWASP:A10:2017 — Insufficient

7-6

8-6

10-6

Logging & Monitoring)
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For in-house developed software, explicit error checking shall
be performed and documented for all input, including size,
data type, and acceptable ranges or formats.

Laalgall Agall de b o (S A5 dhaddll e glaall g Al 4y sn Slld 3 Loy

1 ..I :..i ..J:\é..t.;é&
It shall be verified that the application does not output error
messages or stack traces containing protected data that

could assist an attacker, including a session ID and personal
information.

ﬁﬂyﬂﬁ\&c%ﬁ\e&@\&ﬂ&&;&wéﬂ )

It shall be verified that error handling is performed on trusted
devices.

el e Qoo Jad g GS ket (ge (Ea)

It shall be verified that all logging controls are implemented
on the server.

Ll ) ga ol Camny 1Y) o) gual) 8 e Und ) e Jalaill (3l () (e (3831

It shall be verified that error handling logic in security controls
denies access by default.

& S BUEAY 5 Al Elaal Jiaids mandt AiaY) Janasil) oyl guia O e (3
Ll doge Laliiely Lasyaas

It shall be verified that security logging controls provide the
ability to log both success and failure events that are
identified as security-relevant.

sy (Bfisa sian (o Lia Wi ey Jad) (8 Biaa IS o e il
(oAl Oilaw ae Waline (S 1) Tl age daadl o o T d5a 5 ciaal) s
daay (aadl L je addiee @l S 13)) Eaally a3 axiiall 4y 0
O laal Goall S &) g daaall Caliaad) Gllall e jm) € g5 g o) sic

aaall laa g
It shall be verified that each log event includes a time stamp

from a reliable source, severity level of the event, an
indication that the event is a security relevant event (if mixed
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with other logs), the identity of the user that caused the event
(if there is a user associated with the event), the source IP
address of the request associated with the event, whether the
event succeeded or failed, and a description of the event.

x5 4 7 pemall s Jsaa sl e dpena el DS o (g (381

It shall be verified that all logs are protected from
unauthorized access and modification.

Lsa el i Ly caukill ala dpene Cilaslee dawny ¥ Gakaill 0 e 8
e el Agall sl of Sy 5 chaanall 5l Apad il o slaall dudal

It shall be verified that the application does not log
application-specific protected data that could assist an
attacker, including user’'s session IDs and personal or
protected information.

by dad) Glaald e Candly Jlaall asy Lo daaadl Jalas 3131 J3 55 (e (33
Al e se ) Jad) Axpa A Jiall A81S 3 Gl e e S 5 e

It shall be verified that a log analysis tool is available which
allows an analyst to search for log events based on a
combination of search criteria across all fields in the log
record format supported by this system.

BBk b i A e e by Gaua® 3 CalaaY) A8S 040 ane (e Gl

It shall be verified that all events that include untrusted data
will not execute as code in the intended log viewing software.

It shall be verified that there is a single logging
implementation that is used by the application.

481l Al ga¥ gl aa s ol o) ja) L) il 0 o 3

It shall be verified that logs have a standard regular procedure
for backing up or archiving.

(Sl L e el & e G ae Jalall™ (gpuka
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“Try catch” shall be implemented where applicable.
“Alaia ool ) G (e (38a31)
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It shall be verified that all the below logs are enabled:

15-7

e Log of all input validation failures

e Log of all authentication attempts, especially failures

e Log of all access control failures

e Log of all apparent tampering events, including
unexpected changes to data status.

e Log of attempts to connect with invalid or expired
session tokens

e Log of all system exceptions

e Log of all administrative functions, including changes
to the security configuration settings

e Log of all backend TLS connection failures

e Log of cryptographic module failures

(hlaall Lyanall cile sheall im 25 - OWASP:A3:2017) <o sheall dlea

Data Protection (OWASP:A3:2017 - Protected Data
Exposure)
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It shall be verified that all forms containing protected
information have disabled client side caching, including
autocomplete features.

Ji JsS5is o Al (i 3 Al ) Aseadd) il sheall 23S i) (e (38l
JusY "URL" 0lsiall Jay s las pladind g g) ((HTTP) (il all
(Renall i)

It shall be verified that all protected data is sent to the server
in the HTTP message body (i.e., URL parameters shall never
be used to send protected data).

Al e 45 3a) dpaaal) e sheall A8 gall ol 4 3l fenl) 23S 0 (e (3
g Aalal) oL

It shall be verified that all cached or temporary copies of
protected data stored on the server are protected from
unauthorized access, and that those temporary working files
are purged a soon as they are no longer required.

5 Aana il laa paniati ) Cilaioall 43 al) o) Jain 5f o 3T Janis el
S lemnia sl 40 g onaall e Jgeasl) (e dana Gl e G (e a5 cenll
Ll A raadl aaddidl Jdsas e WWhada ()
Ju J S 535 0 O sie lailia ae "Cache-Control: no-store" alasiul (<)
aly dlels Jil a5 "Pragma: no-cache" ."HTTP" il _aill

(HTTP" i) Gail) Ji JsS 53558 (00 "1.0" a8Y) eusil) ae (381 5ia

Client-side caching or temporary copies of pages containing
protected data shall be disabled. Additionally, it shall be
verified that such copies are protected from unauthorized
access or purged/invalidated after an authorized user
accesses the protected data). (Cache-Control: no-store, may
be used in conjunction with HTTP header control "Pragma:
no-cache," which is less effective, but is HTTP/1.0 backward
compatible).

3say e SNy (Gadaill Leadley A dpenal) Cile slaally 3aiE 305 e (3R
e i ang (e ecilaglaall oda ) J e sl aSail) 488 Jga Any poa Ailipns
3y sacay Aond) 038 Baada (e (3Rl 5 ¢(ala3uN) 5 JEI oL 5 aladiuY) aae oLE)
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It shall be verified that the list of protected data processed by
the application is identified, and that there is an explicit policy
for how access to this data must be controlled, and when this
data must be encrypted (both at rest and in transit).
Additionally, it shall be verified that such policy is properly
enforced.

vie Gaail) 85 s gall dpanall il laall o) gl JS adad 48 5k 2 g g (e (3R
A slhal) LalaiaY) 3 i 4l
It shall be verified that there is a method to remove each type

of protected data from the application at the end of its
required retention period.

O siall Jia 28 58 gal e Aadai®l) U Alupall ulaal) 3e JBy gl o (pa (il

It shall be verified that the application minimizes the number
of parameters sent to untrusted systems, such as hidden
fields, Ajax variables, cookies and header values.

agiil) 5 e sleal) clidlal peplall yie QY1 (RIS e Gadaill 5,08 e (gEa)
s AELE Cas Jie aadiaadl ol dedll Alle el dallee S el
(JUall Jas o bl (s e e ol) cladd adlatny Gl aladiny)
& O 5 e ST Jsmasl e 15 galadl aadiiad) 56 Y ol sy

sl 3 Do 30 e ST de L)

It shall be verified that the application has the ability to detect
and alert on abnormal numbers of requests for information,
or on the processing of high value transactions for a user's
role, such as screen scraping, automated use of web service
extraction, or data loss prevention. For example, the average
user shall not be able to access more than 5 records per hour
or 30 records per day.

sacls Jual Jie calall Ll Gl Lanting 3 sbaie W1 il of (e a3l
s B e Gl ol Ay pull milially ¢ el &Sy el
b ki g (358 se allal e Juaiie cilalae) cila  alaie) cilily (ol o 343

It shall be verified that credentials used by the application on
the server side; such as database connection, password and
encryption secret keys; are not hard coded. Any credentials
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shall be stored in a separate configuration file on a trusted
system and shall be encrypted.

Szl el Zilall e dlade pe A JLSY) Gallad o (e @ia)
sl (e aal) IS 3 Ley cdpena Cila slan (panial
It shall be verified that autocomplete features are disabled on

forms expected to contain protected information, including
authentication.

(ALl 41 Slae ) - OWASP:AB:2017) <Lai¥) (ol

Communication Security (OWASP:A6:2017 - Security
Misconfiguration)

10-8

it Baled JSIAB i ge il laa) dga o lue sl (S 4l e i
IS IS Baled AnSla (e R 5 B il (TLS) Jaill Ak
It shall be verified that a path can be built from a trusted CA

to each Transport Layer Security (TLS) server certificate, and
that each server certificate is valid.

Lay) VL) 48S 8 (TLS) Jadl Ak (el (e lanal Canal aladinl (e gl
5l Leialian i ) (Aledd) Adadil 5 jal VLl s Al VLAYl Sl &
It shall be verified that the latest version of TLS is used for all
connections (including both external and backend
connections) that are authenticated or involve protected data
or functions.
Akl 5 ealy (TLS) Jall dada el ciVlail (3lia) cWla Jiadi (e (381
Akl
It shall be verified that backend TLS connection failures are
logged.
e slrs e A dga Hlall Labas) ae VLAY 28S e d8abiadl (e 3éail
Joeae cailda g

It shall be verified that all connections to external systems that
involve protected information or functions are authenticated.
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il g ol il laa (i ) A Hladl Al pe VLAY AES G (e (3R
a0 cladtall s U all e (Y aall 4aia s sdlae) &3 Ll 223000 dans
el JSEIL Galaill Jaxyd

It shall be verified that all connections to external systems that
involve protected information or functions use an account that
has been set up to have the minimum privileges necessary
for the application to function properly.

Ol e Jladl Lgie iy ¥ AL (TLS) Jaill dada cwal YL o e g8l

(e pe)
It shall be verified that failed TLS connections do not fall back
to an insecure connection.

pal) il RS Lo a5 a5l o5 8 0] e S lse O (e 3l
By e glaa g 8 65 gall liadlall Cilga aladinly Jreally Lall)

It shall be verified that certificate paths are built and verified
for all client certificates using configured trust anchors and
revocation information.

a5 bl (A 4aladinl ol ds e (TLS) Jill Ak (el 25 35a g (g (323
A (as (-,LLA = Jaxal salac)

It shall be verified that there is a single standard TLS
implementation that is used by the application and configured
to operate in an approved mode of operation.

("UTE-8" Jie) VUiVl 43S (o yaa 523mall g l) G305 o (ra 3l

It shall be verified that specific character encodings are
defined for all connections (e.qg., UTF-8).

5 Akl dad clleyl - OWASP:A6:2017) JsSsisodl
(A la Glead AaiadU ALEN e 1l 421 OWASP:A4:2017

Protocol Security (OWASP:A6:2017 - Security
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Misconfiguration & OWASP:A4:2017 XML External Entities)
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It shall be verified that the application accepts only a defined
set of HTTP request methods, such as GET and POST, and
that unused methods are explicitly blocked.

Olsie el (HTTP) (ool paill Ji S 58550 sl S o (g il
("UTF-8" Jic) 44l )30y de same 20ny (5 sina g 53
It shall be verified that every HTTP response contains a

content type header specifying a safe character set (e.g.,
UTF-8).

G AY S i/ 5 (HTTP) el pail) Ji oS 5is 0 cusbie O (e sl
Click ) Al alall clasa G Blaall Jal (o Aiacaie 28] ladiaial

.(Jacking
It shall be verified that HTTP headers and/or other

mechanisms for older browsers have been included to protect
against click jacking attacks.

aldlll (& (HTTP) il gaill J& JSsign oustie ol oo aail
AL e slaall Jalil A6 Y Bas el Aol 3 gay Jadh Cpeati LAWY
(ASCII) 4=likll
It shall be verified that HTTP headers in both requests and
responses contain only printable ASCII characters.

Jrx Guind 5 ((JSON) S s Jie Taghed JBl il s aladiinsl (g il
Alaliiie Lanal) il sleal)
The use of less complex data formats, such as JSON, shall

be verified, and serialization of protected data shall be
avoided.

28 LSl 5 (XML) 2xiadl AL ae i) 4a) clallas 48 55 5l 2 Dla] 5 Cpans
oo Gl cldae aladiuly o ealad) Juiill Hlas f Gukill (& alaaiay)
Dl N (SOAP) il ) J saa sl Jassall 58 53 5 5all Cpans g ecilyalaie V)

oaal jlaa) 11,2

All XML processors and libraries in use by the application or
on the underlying operating system shall be patched or
upgraded. Additionally, dependency checkers shall be used,
and SOAP shall be updated to SOAP 1.2 or higher.
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WS 5 "DTD" dalleas doa s Cilgad 2xiad ALY ae i) 43 Qi ola)
& sl Clgaa sl Tady gubail) 3 (XML) olaiedU 2L ae i) 46 OMa
"XXE Prevention” cu sl ciliudai (eY # siall

XML external entity and DTD processing shall be disabled in
all XML parsers in the application, as per OWASP Cheat
Sheet "XXE Prevention".

s dgaill g (3aaa dailsy lawll) alall e oA (e ol V) Eall Guaka
.(XML)

Positive server-side input validation (whitelisting), filtering, or
sanitization shall be implemented to prevent hostile data
within XML documents, headers, or nodes.

sl Axly ol (XML) alaiedU AL Jae i) Zaly Calall ad ) Aada g (o) (e (a3
) giad aladiuly (XML) aiedld AL e il A1) e (38a55 (XSL) g sal
Agline 3385 48 Hh ol (XSD) dall 4881 jal) cilalall 48

It shall be verified that XML or XSL file upload functionality
validates incoming XML using XSD validation or similar.

Cliplaill el sl (SAST) il cliadall el sl @l ol aladil
A A Clead 2lxiad AL ae 5l 48] 23S 8 3acluall (DAST) (oSaalivall
o Lo 5ail deal ye o Jlie W) s 32N ae g yaaal) 5,030 3 (XXE)

LA e aaedl 3 Bl 5 84Sl ikl 8 Lee L) Jiady ) 45 k)
SAST and DAST tools shall be used to help detect XXE in
source code, although manual code review is the best
alternative in large and complex applications with many
integrations.

Gliaaill o s aladiul Al )y g cdayl gl 238 Bndat Saall e e OIS 1Y)
Gl laall jlaa ol cclindail) daa yy Clgal o AuiaY) bl sl f Al yiaYy)
L) ya s (XXE) Ao Jla cilgad el AL e 5l 43l Cless <aiS) )

VRS

If the implementation of these controls is not possible, the use
of virtual patching, API security gateways, or Web Application
Firewalls (WAFs) shall be considered to detect, monitor, and
block XXE attacks.
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il g Sl alaind - OWASP:AQ:2017) i il s a8l 55420
(35 yall

Malicious Code and Vulnerabilities (OWASP:A9:2017 -
Using Components with Known Vulnerabilities)

Ll g eliand 5f 1a ol 5850 o (3 s A8 3m s p2e e i)
Gl
It shall be verified that no malicious code is in any code that

was either developed or modified in order to create the
application.

§ e Y1 liley il el S35 Ll 5 pudall § et Ladlas o (e S0l

It shall be ensured that the integrity of interpreted code,
libraries, executables, and configuration files is verified using
checksums or hashes.

Jitﬁeng_Aqa.m “JH_UQJ\QA 38a7l) Jay) gua (Gukat “H\Q\M\&SQTQA(M" |
RUNEQUARFR PR

It shall be verified that all code implementing or using
authentication controls is not affected by any malicious code.

il jd sl il A Lgeasiing ol clalall 5 la) (Gakat Al <ol i) 488 () e (3l

JAans

.

It shall be verified that all code implementing or using session
management controls is not affected by any malicious code.

b il ) el Jgeasl) da) g salai A <l il 488 o (ge (Eal)

It shall be verified that all code implementing or using access
controls is not affected by any malicious code.

A ) ad b il A el e sl dayl s 28K G e 8

It shall be verified that all input validation controls are not
affected by any malicious code.
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(JL@_AM'“ “jat; Ball e (38l Jay) gaa (gakad “&d\ab&ﬂ\&é\&oim el

s il gl i

It shall be verified that all code implementing or using output
validation controls is not affected by any malicious code.

C_a\)mggb)ﬁtu?lum ”)i el :".\G..J}A..\‘B.\-Lu' ”‘?_ﬂ\ Gl el 48 Qioa(gs;_d" A
."':~ .

..

It shall be verified that all code supporting or using a
cryptographic module is not affected by any malicious code.

s Lebias s Uad) e Jaladll Jay) gua ke ) ol a8l A6S o e 3l
A ol as b il essiia

It shall be verified that all code implementing or using error

handling and logging controls is not affected by any malicious

code.

Uyimall laall @] Cacad 8 Aall i) WS of e il
.(Sandboxing)

It shall be verified all malicious activity is adequately
sandboxed.

Aalall are die de a3 SIAN 8 45 5Aa) dpenall e glaall (e il pa (3ial)
A
It shall be verified that protected data is rapidly sanitized from
memory as soon as it is no longer needed.
Gl Al el 48 e e cladlayly Glasill Gaaly @b &l dpaas
_SJ}&.’\A\
Components shall be updated with the latest patches as soon
as a user knows about published vulnerabilities.
Glalall g b Sall g A )M pe alladll s daadiuadl e Glalaie V) clil)
P

Unused dependencies, unnecessary features, components,
files, and documentation shall be removed.

shl Jie) adally daeadl Gyl (e il sSall il jlaal 3 paiue 3 s 48 Jac
@hlaay) Jie @ll aaaiuly elaely (@l desd)
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Dbaall s jaiuall 481 jall g cla s 5 "retire.js" s "DependencyCheck"
oe liay (NVD) i sl <l jaill iy sacld s (CVE) Al <l jadll alass Jia
Al Jal e lana yall 0 65 Jalad @l ol alasiad uila ) ol Sl 8 el jadll
el 3 AiaY) <l pail) Jaf (e (s STV 2y pall il 3 Gl Y 5 cAglenl)

AR 2l Sally

Versions of both client-side and server-side components,
(e.g., frameworks and libraries), and their dependencies shall
be continuously inventoried using tools such as versions,
DependencyCheck, retire.js, etc. Additionally, sources such
as CVE and NVD, shall be continuously monitored for
vulnerabilities in the components, and software composition
analysis tools shall be used to automate the process.
Subscription to email alerts for security vulnerabilities related
to the used components shall be ensured as well.

poall Juaiiy cdaitd dpanse daal 55 e 5 dpan ) solias e GU Sl o szl

Jane it (S 3y G ol dad 5ol
Components shall be obtained from official sources and over
secure links only. Signed packages shall be preferred to
reduce the chance of including a modified, malicious
component.

Leie Lapaill il jlacal Gadd S Dlpa Led il s ¥ ) G oSall 5 cilai€all 480 5

S sl 53 g liSen e lipaaill o s S YIS 1) el a5 cilipass
laall ol LaiS i dainkall CIIKaa) 481l ducal j38Y) Cladlall s caliaadl)
e

Libraries and components that are unmaintained or do not
create security patches for older versions shall be monitored.
If patching is not possible, deploying a virtual patch to
monitor, detect, or protect against the discovered issue shall
be considered.
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Application processes and all high value business logic flows
shall be verified in a trusted environment, such as on a
protected and monitored server.

axsinaall lendl Jia cilatia dall ddle O lalaas zrans ¥ okl (o oy (3ia)
sale) sf e Sl UMA (e () Aunaal) sl o Ll Aldas Zallae (1) aaleal)
Al i ansieall dysa o Alebaall Alla i Audal) dlac)

It shall be verified that the application does not allow spoofed
high value transactions, such as allowing Attacker User A to
process a transaction as Victim User B, by tampering with or
replaying session, transaction state, transaction or user IDs.

i 0 5 Al Adle Jndl 201 56 udaas e Dl sy Y Gkl o (e (inl
J:\J;.\JJJJ\AM Q\LA}M\J “L\Lay.aﬂ\j c'éi\ul\} c):u.uj\ c)mﬂ\‘}{d\ﬁd\d.\.\uujc
L e 5 cagu) Clysa 5 saa V15 o(PI1) 4l

It shall be verified that the application does not allow high
value business logic parameters to be tampered with, which
include, but are not limited to, price, interest, discounts, PII,
balances, stock IDs, etc.

Jadil Cua QYN Clans o dlaall Gulaill (B duelis Glsl af a5a 5 (e i
e gl GaaBatl) a5 ¢ Gsaaill AL ¢ Asanall S abaall s il ) Ay a8
paxdivedl a3 alall A8l el eV dadl cld ddall s callaill

Al e il gl e liay Bl

It shall be verified that the application has defensive
measures; such as verifiable and protected transaction logs,
audit trails or system logs, and, in the highest value systems,
real time monitoring of user activities and transactions for
anomalies; to protect against repudiation attacks.

Gz e Jie Glasleall o Zlad) Gleaa (e dgleall g Gudaill () (e 3l
sl Adall 31 5AY dpiedill Claagd) aladiind 5 ccae )5 6 ilal) ]l
S AY) Claagl)

It shall be verified that the application protects against
information disclosure attacks, such as direct object
reference, tampering, session brute force or other attacks.
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iiadill Cilangll o Aleall Guail) 8 488 Janm y CadS Jay) sam 3 5a 5 (g (3
Al Caaa Glana ji (:\—‘:.‘u Al il RIFCRY d—m)

It shall be verified that the application has sufficient detection
and governor controls to protect against brute force (such as
the continuous use of a particular function) or denial of
service attacks.

LI el (5 sine ad ) Clans aial Gukaill (8 43S Jga 5 Jail suia 352 5 (0 33
I dsasl e Odseaall Greatiuall aie Lol pall o2 Jadiy ccilbadlall
Glaglea A Jsasll (o Cperiiall gie 5l daaddl VI dpeaall iyl

Al 5 dala Gl Dla g U e cald il g aladial sl o AV Gaeddiiuall

It shall be verified that the application has sufficient access
controls to prevent elevation of privilege attacks. Such
controls shall include preventing anonymous users from
accessing secured data or secured functions, and preventing
users from accessing each other’s details or using privileged
functions.

AT Gy cdah Allite <l shad 8 Jaadl a0 8 iy mllay Gaadaill o (e 3R
e sl o dadatie e 3 Hlay Aalleall (uiady o3 pdlie Gl gladl) 281K Aallas
Aoy Ladiadl COlalaall i AT axiiie @l ghad dallaa ol il gl

It shall be verified that the application processes business
logic flows in sequential steps only, with all steps being
processed directly. Additionally, the application shall be
verified not to process out of order, skip steps, process steps
from another user, or process transactions submitted quickly.

s dlae Yl Giad Jie) dgla) cladliay mjbal el Gubill of Ge sl
Al 0l ciadaill algall Juad gl 5 Apaiall all Aaast (uriall 45l (g 3R
Juiay¥) cllee 5 il Hlladd By Jial) 486l da g JEY 2a yall

Adud)

It shall be verified that the application has additional
authorization (such as step up or adaptive authentication) for
lower value systems, and/or segregation of duties for high
value applications, to enforce anti-fraud controls as per the
risk of application and past fraud.
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It shall be verified that the application has business limits and
enforces them in a trusted location (e.g., on a protected
server) on a per user or per day basis, with configurable
alerting and automated reactions to automated or unusual
attack.

u\Ju sz.\;.i kllu}S.AM e\dsl.n\ - OWASPA92017) J.Jba.d\} calalall
(A8 e

Files and Resources (OWASP:A9:2017 — Using Components
with Known Vulnerabilities)

10-12

Gy ezt ¥ (URL) o) siedl Ly i (A& Dl ¥ 5 4o il sale) o) (e (3l
It shall be verified that URL redirects and forwards do not
include unvalidated data.

Dbl gt clana claly A gfge e

It shall be verified that filenames and path data obtained from
untrusted sources are canonicalized to eliminate path
traversal attacks.

A e B hga pe jllas (e lgle d@\ég\a&d\(mﬁ'w@sﬂ" |
Ad g e A Slsa o Jrend aliad Sl gl AndlSa mal

It shall be verified that files obtained from untrusted sources
are scanned by antivirus scanners to prevent the upload of
known malicious content.

Bgise e lias oo lgde Jsanll 2 1 uladd) aladin) ade (e (8al
L 55 0 99 aldaill S s il 5 @l jlusall eland ol cilalal) elasd (& el
Aglaal) clalall #2150 Clesa gial LeDlaas e Gl 5 Y

It shall be verified that parameters obtained from untrusted
sources are not used in manipulating filenames, pathnames
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or any file system object without first being canonicalized and
input validated to prevent local file inclusion attacks.

(e @Rl g A8 e alan e lggle Jsandl o (Al juleall a5 (e 38
0583 Ladie La ead cany e el 2150) lana el Lgila e e i Leidlata

S =500 o abiaall o gbiadl e oAl 35 (Saall (e
It shall be verified that parameters obtained from untrusted
sources are canonicalized, input validated, and output
encoded to prevent remote file inclusion attacks, particularly
where input could be executed, such as header, source, or
template inclusion.

Llse A Lhe de 2 e sl sgme zlob pled) s e G
ikl e "HTML 55 "IFRAMES"

It shall be verified that sharing remote IFRAMEs and HTML 5
resources across domains does not allow the inclusion of
arbitrary remote content.

TOA B pe phas e lgle Jeaall 8 Al Glaladl o 3a3 e (§8a3))
"Webroot"

It shall be verified that files obtained from untrusted sources
are stored outside the webroot.

obadll N sl anad Talal adaill 5 Cu gl adld Jania g dlae) (e (g8all
Gkl oyl adla 2l Al i sl

It shall be verified that web or application server is configured
by default to deny access to remote resources or systems
outside the web or application server.

2 lhas e lgdle Jsanll 2 de g pe by 25 Y Gadaill 5 23 ol e 38l
A8 53 g

It shall be verified the application code does not execute
uploaded data obtained from untrusted sources.
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B "Silverlight" S "Flash" ciliuki jalias 4 L Glalae) Jasa (he (38al)
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It shall be verified that Flash, Silverlight or other Rich Internet
Application  (RIA)  cross-domain  resource  sharing
configuration is set to prevent unauthenticated or
unauthorized remote access.

G g deadl Gl e 3 juaiia gad y 7 sanall Clild) o150 4S5 (e 3l
("Office" z=l_n Glaiiue s "PDF" cilile Jis) dalall

It shall be verified that file types allowed for upload are limited
to business purpose and needs only (e.g., PDF and office
documents).

O ol s bl G glie e @A) IR ey i) & 53 e GEs G e ST
L L) el el YA

It shall be verified that file type validation is performed not
only by checking file headers but also by checking file
extension names.

(il Jpen Aol b 2l cilinSla g & kel Juadi ade (e (Gial)

It shall be verified that execution privileges are turned off on
file upload directories.

s 3ol il gy e Lol gudaill joliaa s cilile Cilalae) Jana (e (3l

It shall be verified that application files and resources are
read-only by default.

2y a3 e Ayl IS Lialls S il £l AS ela)) e (R
sell G (3ind kg abas f S LA ) J e s

It shall be verified that all unnecessary shares and
administrative shares are removed, and that access to
required shares is either restricted or requires authentication.

bl gy el 3 4 sell (e 3iaill il
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Authentication shall be required before allowing a file to be
uploaded.

Aia e Aaade Ailia) 5 o(lol a8 Cullline 1 ¢ Jial dinns o) Jaall LA

Size of files that can be uploaded shall be limited to the size
that is needed for business purposes only (for example,
maximum 1 MB), and a note shall be added on the web page
for the accepted file sizes.

(Mobile Verification) dsesall cailell (e 33l

17-13

(SSL) dueY) Blia) dika i cilaled (e Jpand) 383 (g L

It shall be verified that the client validates SSL certificates.

Agial Loyl oS (UDID) Jsaall Slgall iy jai o) o alaiiial e (e (3l

It shall be verified that Unique Device ID (UDID) values are
not used as security controls.

sbadl o deadl clesledl A Y J el Cailed) gakai ol e Ggiadl

(A i)l Claladll 5 "SD" Adlay Jie) Sleall e AS i)

It shall be verified that the mobile application does not store
protected data on shared resources on a device (for example,
on SD card or shared folders).

e "SQLite" «lily sacld 8 4 jae Cad draaall Cla sladll ol o saasl)
5PN

It shall be verified that protected data is not stored on SQLite
database on the device.

a8 5 aal) b Ride Cad s el Sy Eypull milia) o e Eal)

It shall be verified that secret keys or passwords are not hard
coded in the executable.
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Gob Ge dpend) Glaglaall Gt gy Jsenal) cailel Gulai G (e sl
MOS" sl allai & EH y gaail) dpeals

It shall be verified that the mobile application prevents the

leakage of protected data via iOS autosnapshot feature.

ale 3agagall 25l elal) W Jlea o aladi (S Y Gakill o e el
(Rooted) dulua s dadla Ll ey ciadlay aiciy Jlea sl (Jailbroken)

It shall be verified that the application cannot be run on a
jailbroken or rooted device.

Agalia Ao 4l Audal) eleil g o (g (58
It shall be verified that the session timeout is of a reasonable
value.
Leal) J s 1) ey sl ey Al aliaad) (g Lgalda oy i) oy il (e (3l
.(I0S Entitlementss <AndroidManifest.xml)
Requested permissions, as well as the resources authorized
to be accessed (i.e., AndroidManifest.xml, iOS Entitlements),
shall be verified.
Agane Gl glee et ¥ allaill gl @l o) (e (38l
It shall be verified that crash logs do not contain protected
data.
Gakil) 3 S AUl & sia g ade (e (R
It shall be verified that the application binary has been
obfuscated.
apk .bar ) Gkl e Go L) & 8 LAY Gy WS ol Ge Giad)
.(.ipa
It shall be verified that all test data has been removed from
the application container (.ipa .apk .bar).
clile ol AUl Jaws e el il gleall Janiy a5y Y Gradailll o (e (381
ol
It shall be verified that the application does not log protected
data to the system log or filesystem.
sl gl
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O Jsia 8 dbual) (a seaill  SEEN JLSY) i Y Gabaill of (e il
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It shall be verified that the application does not enable
autocomplete for sensitive text input fields, such as
password, personal information or credit card fields.

Certificate ) il cufi lee Gubay Jsanall Ciilgl) Gubi of (e (38l
ANS L Gl (8 ULl 48 s 301y @i (Pinning

It shall be verified that the mobile application implements
certificate pinning to prevent the proxying of application
traffic.

GAldlall de gana) GlalaeY) clile A BhlA Gblae) day ade e (@8l
(c\ﬂdl.d\ Ul ¢ 3¢ ysll Alia @JMJ ddasaaail)

It shall be verified that no misconfigurations are present in the
configuration files (Debugging flags set, world
readable/writable permissions).

ol o Ll sial ane g aladiuy) o A LAl Gal kY] CcliSe Euant (e Bial)
Ady pra &l jad
It shall be verified that all third party libraries in use are up to
date, and contain no known vulnerabilities.
il Gaill Ja3 J S 659y bl AS a Jie gl UL (A3 ade (e (3831
(HTTPS) oY
It shall be verified that web data, such as HTTPS traffic, is not
cached.

Sle sladl) & (Query Strlng) ladind L_i‘);“j\ 4l ?‘&“\ RPN 231l
(SSL) 4se¥) liall Ak e "POST" s aladind Cang «lld he Yoy dpesdl)

(CSRF) @l sall e allall 51555 (e dglaall 4y 123 30 ) ae

It shall be verified that the query string is not used for
protected data. Instead, a POST request via SSL shall be
used with a CSRF token.

JLGA“ ‘_A,J‘: e )a3 Ja dadatic duad 3l Glluald) e@)i u\ ) ‘US“‘\ O ¢ 5aail)
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It shall be verified that, if applicable, any personal account
numbers are truncated prior to storing them on a device.

Opsbinl claliue laladad 3l siiadl a3 5l dpals (e iy Gaadaill Gf (e (a3
.(ASLR)

It shall be verified that the application makes use of Address
Space Layout Randomization (ASLR).

Gy peat ¥ (I0S) il ds Gaoh e sl bl o o sl
It shall be verified that data logged via the keyboard (i0S)

does not contain credentials, financial information or other
protected data.

"bal clile by Y oGehidl of e @ aygoal) clinds
" S " MODE_WORLD_READABLE
" MODE_WORLD WRITABLE

For Android applications, it shall be verified that the
application does not create files with permissions of
MODE_WORLD_READABLE or
MODE_WORLD_WRITABLE.

Alali 815 Ha% e Jia) Al 3 )00 A8y yhay Anenall e laall 03 335 (e (38l

-(IliOSII @3&

It shall be verified that protected data is stored in a

cryptographically secure manner (even when stored on iOS
keychain).

(Gl (8 4 Sal) digl) 5 sl AadlSe Ll Gaadat (e (38

It shall be verified that anti-debugging and reverse

engineering mechanisms are implemented in the application.

RSPETS jid}ﬁMLﬁJ}}}i:\umm‘ ysien Y ol o e 38adl)

_J:\j‘)iii}”

It shall be verified that the application does not export
sensitive activities, intents, content providers, etc. on
Android.
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It shall be verified that mutable structures have been used for
sensitive strings such as account numbers and are
overwritten when not used, (to mitigate damage from memory
analysis attacks).

S35 s adadil Jila )y oY @dlaadl Lo bl (e JolSI) giaill 25 e 25U
(2a0aY1) SRl (i jee Sy e g (5 sina
It shall be verified that any exposed intents, content providers

and broadcast receivers perform full data validation on input
(Android).

(Aablall diall clalaeY) - OWASP:AB:2017) libadl se) # oal

Database  Security (OWASP:A6:2017 —  Security
Misconfiguration)

27-14

28-14

Slain¥) laat Gis gial ulaey A ssmall Ol ladinl) Aladiul e s
.(SQL Injection) 4 s

It shall be verified that parameterized queries are used to
prevent SQL Injection.

i) ael 8 ) el el 5 83n i) iy alaiind (pa 3Eal

It shall be verified that strong and secure credentials are used
for database access.

O OSan 5 sie ) @llie ULl sel Y Jear 53 el o e (Bl
o sllaall cilbaStall 5 el e

It shall be verified that the application accessing the database
uses the lowest possible level of privileges required.

350l A didie Cand LDl (Strings) dl sdall Ca g sall Judla of (e G333
ULl 2l (e A0 gl (e (38 dlaie ) il La gead ¢ gulaill Cpaa
It shall be verified that connection strings are not hard coded

within the application, especially database authentication
credentials.
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It shall be verified that the connection to the database is
closed as soon as possible.

clal) o daadiiall pe o D e bl sacld (ailds ¢ A8 Cada (ye (sl
oabiadll e (S aall Cuy (S o) sall 5 gine Gy 8 Lay gl
Claaall s clel Y Jund elad) ¢ Uil Jas e Gkl Jaad da 53U <l LAl
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It shall be verified that all unnecessary and unused database
functionalities, including default vendor content, have been
turned off or disabled. Only the minimum set of features and
options required for the application to function shall be
installed. For example, unnecessary stored procedures or
services and utility packages, shall be disabled.

LA e Sar Gl A s ) A0 Gllua (ol Janii olal) e 333
Jlae Y1 clllaie acal 453 e clibyll ae) @ 1) J s sl

It shall be verified that any default or unnecessary accounts
with access to databases that are not required to support
business requirements are disabled.

¢pddiua d.m) oa a5 e JST Al alalie ) Clily PRENI Cankaill Qi e sl
Ql_ﬂ:uj\ Baclyy Allad) die (u,}&)m; (auia g Jasd 3;\‘)355 (:JSBMA}

It shall be verified that the application connects to the
database with different credentials for every trust distinction
and accountability (for example, user, read-only user, guest,
administrators).

s (S o 13 U geaall cludalls 3 e Jadll Janad Jundi sl (e (8a)
Ll dala

It shall be verified that remote logons and null sessions are
disabled if not needed.

Onanil 5 dlae Y1 ll 8 aladind Cimy by sacl e aaiad 3l cililaill 3l
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For applications that rely on a database, standard hardening
configuration templates shall be used, and all systems that
are part of critical business processes shall be tested.
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