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Highlights from the Quarter

Q3 2020 (July - September)

* From a local perspective, the National Cybersecurity Strategy was approved — on the 15th of
September — by the Cabinet. The National Cybersecurity Strategy developed by the NCA aims at
building a resilient, secure, and trusted Saudi cyberspace that enables growth and prosperity.

« From a global perspective, although the pandemic is still affecting the cyber industry, some
noteworthy recommendations to address cybersecurity risks emerged in this quarter. In addition to
good practices to protect organizations against a cyber pandemic, key guidelines were also issued.
MITRE released the 'Shield’ Active Defense Framework to counter network intruders, while new
roadmaps were created to help organizations deploy the ‘Zero Trust’ model.

Bits and Bytes

Key statistics from the quarter
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Global Cyber Outlook

Cybersecurity headlines from around the world

MITRE Shield: An active defense against network intruders

MITRE Shield is a knowledge base that provides cyber professionals with techniques and tactics to deal
with intruders and prevent them from attacking the organization’s network.2

-

MITRE Shield )

Based on cybersecurity
techniques for deception and
adversary engagement, Shield
aims to lure attackers into
targeting decoy systems while
keeping them away from the
organization’s real assets. In
- contrast to traditional security
Traditional . :
Monitoring Tools & techniques, such as firewalls,
(SIEM, 1D, etc.) adversary engagement allows
cybersecurity professionals to

ﬂﬂﬂ learmn about attackers’ behavior
Threz‘tgiiztrgz 8 l% = o, and capture some of their tools.
B
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A roadmap for deploying ‘Zero Trust’

Zero Trust assumes that no one — from inside or outside the network — can be granted access rights by
default. With its principle of user, device, and infrastructure verification before granting conditional
access based on least privilege, the Zero Trust security model is growing as part of the key initiatives to
mitigate cyber risk.& The NCA has included the zero-trust concept in the recently published “General
Principles of Secure-by-Design.”Z
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The National Institute for Standards and Technology unveiled the Zero Trust Architecture (ZTA)
publicationg which provides a roadmap to deploy ZTA from the identification of critical assets to
operation. The publication also discusses ZTAs threats and mitigation techniques.
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Saudi Cyber Outlook

Cybersecurity headlines regarding the Kingdom of Saudi Arabia

National Cybersecurity Strategy (Approval date: 15 September 2020)?

The NCA has developed a national strategic vision for cybersecurity which reflects the ambition of the
Kingdom in @ manner that balances security, trust, and growth. The national vision that the NCA aims to
reach is: a resilient, secure, and trusted Saudi cyberspace that enables growth and prosperity. In order to
achieve this, the NCA has set six main goals:

Whole-of-Nation Cybersecurity ALapive e iishageliall

Managing cyber risks at the level of entities and
sectors and at the national level, identifying the
affected elements in the cyberspace and the
severity of the damage, and choosing the best
methods for dealing with them.

To ensure high levels of coordination and
alignment, it is important to adopt a
comprehensive national approach to
cybersecurity.

" UNIFY MANAGE

DEFEND

PARTNER

Cyber Ecosystem Development Collaborative Security
Protecting the Kingdom's cyberspace

requires a strong base of qualified national
capabilities in this field in addition to a
thriving national cybersecurity industry.

Effective local and international partnerships
reinforced by advanced mechanisms for
sharing information.

Dypamlc g Cyber Ecosystem Assurance
Reinforcement and continuous development of

national capabilities in defense against cyber
threats, to detect and deal with cyber-attacks
and threats, and to respond and recover from
them.

Existence of comprehensive controls, national
standards, and a compliance-monitoring system
that achieves protection for the cybersecurity
ecosystem.




Top Cybersecurity Stories

Impact: Out of the 130 targeted accounts, intruders
used 75 of those to tweet scam messages and were
Sector: Web / Social Media able to view personal information such as email
Date of disclosure: July 15, 2020 addresses, phone numbers, and other sensitive data.

Type of attack: Social engineering Lesson learned: Social media platforms need to
cross-check their security measures. Companies
should put in place periodic training to raise
employee’ awareness of social engineering
Description: Social media accounts of technigues and manage employees’ access privileges
influential people began tweeting to limit data use to the scope of their roles.

malicious messages to their followers.
Malicious messages reached almost Different types of social engineering

350 million users. From the company’'s

administration panel, the intruder could :

reset the email address associated with @ ' ’ E ' ’(1 '
an account and disable the two-factor . : -

authentication. 2
| sl Vishing Smishing Impersonation

Location: Worldwide (mostly US)

Location: US Impact: This attempted attack was a
Sector: Transport near-miss. This attempt serves as a

’ cautionary tale to companies.
Date of disclosure: August 19, 2020 4 P

Type of attack: Ransomware Lesson learned: Companies should

implement an anti-ransomware plan,
which includes providing regular

L) ‘ updates to employees on the current
Descrlptlon: The attempted cybersecurity attack status of crisis response activities,

consisted of persuading a Tesla employee to insert | enhancing their security policies, and
malware into the Nevada factory network. After | monitoring employee accounts to
inserting the malware, a DDoS was launched to extract | detect unusual activities.

data from the company's network, threatening to make
it public unless Tesla paid a ransom.1t

Life-cycle of a ransomware attack

N
\ _ Ransomware
== ) _________ 4 E _________ { fam]) TR i @ unpacks and
i —_— encrypts victim's
—r \ \ ' files
Ransomware Malicious message User receives a link and clicks 1
v Demand for

. ransomto
B ---------- 3 ) cecryptine
Caution: In many cases, even _ files

when a ransom is paid, the
attackers do not unlock the Decision made about whether

encrypted data or device. to pay (or not pay) ransom




Cyber Secure

How to deal with a cyber pandemic

Saudi CERT released guidelines on cybersecurity awareness for remote education

The Saudi Computer Emergency Response Team (Saudi CERT) has issued guidelines on safe computer
use. As a result of the global health crisis, KSA has accelerated the e-leaming process through its
accredited platforms, in line with national measures to counter the COVID-19 pandemic. The Learning
Securely cybersecurity campaign aims at educating students, their parents, and their teachers about
online leaming good practices.l2

tamiliarize
yourself
with your
platform

Tips to protect your organization against a cyber pandemic

A cyber pandemic can cause business disruptions to soar exponentially. On the bright side, each year,
organizations are increasingly acknowledging the indispensable role of cybersecurity in digitalization.
Cybersecurity controls can help organizations pave the way to cyber-preparedness. These include:

To protect from... Organizations can...

O Through a partnership between HR and cybersecurity
S0 oo departments, organizations can develop awareness
Fostera Cybersecurity training tq help workers_ identi.fy suspicious emails and

Human Ermor C ulture comply with cybersecurity policies.
ﬂ By assuming that all devices connected to the
organization's network are untrusted, organizations can
y -y g mitigate the risks pertaining to multiple attack surfaces.
Endpoint Deploy Zero This model is highly relevant now as rgmote working
Vulnerabilities Trust Model and dependence on cloud services become
B N R R w1013 2 43515 = [ RO e
%ﬂ A cyber pandemic is a colective issue, so
organizations will be better off if they share

information. A collective situational awareness plays a

Cyb ' . 5 ‘ .
70 PRl ERiatiots ol Sl crucial role in overcoming cybersecurnty threats.

Threats Information
: I] - I] By adopting a Third-Party Risk Management (TPRM),
r?'rv'rﬁ““” I] I] organizations can identify, monitor, and manage the

risks posed by vendors that play a critical role in the

Third-Party Adopt a Third-Party Risk organization’s activities. J

Cyber Risks Management (TPRM)




Looking Ahead: New Trends

A glance at the digital twins and cybersecurity

Among the new trends it is noteworthy to mention the digital twin (DT), which can be defined as: the
virtual representation of a physical object or system across its lifecycle. It uses real-time data and other
sources to enable learning and dynamic recalibration for improved decision making:® DT enables
companies to optimize operating processes in a virtual world before applying them in the real one.
Implementing DT consists of introducing a software model that mirrors a unique physical object
process, or entity. Its process can be described as follows:14

ELE
Sensor Understand
Collaborate data and what-if

Output
Predict instructions
; results more to
virtually simulate scenarios
conditions clearly
quickly

accurately manipulate
the physical
world

' ™\
Main cybersecurity risks from digital twins!® Essential standards for digital twins
* Cybersecurity gaps between the DT and the * |S0O 23247 - supports the creation of DTs
actual system can expose valuable and sensitive of observable manufacturing elements;
business information; * |EC 62832 - defines the principles of the
» The aggregation of massive data stores could digital factory framewaork;
increase the risk of attackers corrupting data; . ISOTS 18101-1- provides

« The DT that is subject to a cybersecurity attack
could serve as a blueprint to the real system;
and

* The inclusion of new partners in the DT
production cycle increases the risk of insider \_
threats.

guidance for an architecture of
a supplier-neutral industrial
digital ecosystem.

Digital twins in practice!é

Examples of using digital twins to improve an organization’'s cybersecurity:

Using a detailed specification of
the production system as a experiment on a clone in the
template for digital twins virtual environment instead
allows the organization to Intrusion System Testing of relying on documentation
monitor and report deviations Detection & Simulation and theoretical attack

from the original system. vectors.

Digital twins can be used to

With a virtual mirror of the
production environment, it is

The digital twins detect the
mismatch between the real

: Detecting Penetration . ) .
environment and the Misconfigurations Testing possible to identify

weaknesses and test
countermeasures before
implementing them in
production.

maintained specification, due
to misconfiguration or
manipulation by an attacker.




Spotlight on Cyber Innovation

Innovative solutions to cybersecurity challenges emerging from accelerator programs

By 2021 worldwide spending on cybersecurity innovations is expected to grow to USD 1 trillion,
cumulatively over the last five-year period.i Accelerator programs provide a great platform for
identifying potentially successful cybersecurity startups and also contribute to convening industry
leaders to explore the most pressing cybersecurity issues.

Rather than relying on traditional Content Disarm and Reconstruction Process

threat detection tools, some startups 4 )
are offering cybersecurity solutions Incoming Deep Threat Disarmed
based on Content Disarm and e Soan 2
Reconstruction  (CDR) technology: FE P 2 O0== =2 [0O=

CDR  examines the different =)z=— ) y32= | ) |=E
components of incoming files by [~ 9] =7
deconstructing them and removes Flle File

the components that do not comply Deconstruction Reconstruction

with the organization’s cybersecurity L )
policies 18

Other startups are focusing on homomorphic encryption.&Z This allows organizations to share data for
business analysis and generate encrypted results without handing the data's encryption key The
possibility of securely outsourcing data computing has accelerated the development of standards for
this technology.

Homomorphic Encryption Explained

A B

g Encrypted
Data ’ Q Data
' Homomorphic encryption can increase

Homomorphic v the level of cyberse;un’ty and privgcy
Encryption " controls by processing and analyzing
"""" data that is encrypted. <

The following business drivers are
1 ., pushing for data processing that does

’ Encrypted % not expose sensitive information:
Model Result : .
* » The need for cloud data outsourcing

e T so that data processing is possible
v without knowing the data;

* Homomorphic encryption

D ted contributing towards secure multi-
ecr e J .
Rei?jit < 0 party computation.

Homomorphic
Encryption
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This quarterly bulletin has been compiled by the National Cybersecurity Authority (NCA) of the Kingdom of Saudi Arabia (KSA). Its goals are to
provide readers with an overview of the most important cybersecurity events and data from the quarter and to highlight the most interesting facts
related to the focus of this issue. Aiming to :

«  Elevate cybersecurity knowledge and capabilities

*  Provide an outlook on the latest cybersecurity trends, threats and risks

This report contains information from several parties and individuals, noting that all information included in the report is indicative only. Also, the
NCA does not bear any responsibility - under any circumstances - towards any party as a result of any decision or action taken or that will be taken

by that party based on the content of this report. The NCA asserts that it is not completely or partially responsible for any direct or indirect prejudice
that may occur.

About the NCA

The National Cybersecurity Authority (NCA) was established in 2017. The NCA is the government entity in charge of cybersecurity in Saudi Arabia
and it serves as the national authority on all related affairs. It has both regulatory and operational functions related to cybersecurity and works
closely with public and private entities to improve the cybersecurity posture of the country in order to safeguard its vital interests, national security,
critical infrastructures, high-priority sectors, and government services and activities

© 2020. National Cybersecurity Authority of the Kingdom of Saudi Arabia. Center For Cybersecurity Strategic Studies

@ https://nca.gov.sa o @NCA_KSA



