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A plan for penetration testing that covers in-scope systems and 1-1
applications, start date, end date, methodology, and real-world
attack scenarios shall be developed.
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Penetration testing action plan shall be designed based on the
relevant legislative and regulatory requirements.
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Penetration testing shall follow a defined methodology,
conducted as per the relevant legislative and regulatory
requirements

Rules of engagement document shall be developed prior to the
test, and it shall cover test scope, duration, target systems, and
terms and conditions.
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A report shall be developed after finalizing the penetration
testing activity. The report shall include the following sections
at minimum:

e Executive Summary
e Reporting Introduction
e Approach and Methodology
e Target Assets and Attack Scenarios
e Detailed Findings
O e ecbaa sl 3l Jae 4dad slae ) ang ¢BI_AAY) LA 8 (e sleiY) 2ay
(Y e b e il ey
il gl

1.0 Llaay!

3-1

4-1

5-1



(Technical Owner) J=¥! e S8 Jsall @

.(Business Owner) J=Y! il o

la gl gl Ay slhall el aY) e

Ll gil) Lanil Ao )P dyia 3 3 58ll @
An action plan shall be developed after finalizing the
penetration testing report in order to implement the

recommendations. The report shall include the following at
minimum:

e Technical Owner
e Business Owner
e Required Actions

e Clear Deadlines
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Any user, system or workstation that was used in, or was part
of, the penetration testing exercise shall be controlled and
monitored to ensure that they are used only for the purpose of
the testing exercise.
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Any user, system or workstation that was used in, or was part
of, the penetration testing exercise shall be removed or
restored to normal behavior and access after the testing
exercise.
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A report shall be developed for each failed or incomplete
penetration testing exercise. The report shall highlight the
limitations faced by the test team to understand and resolve
them, and redo the exercise.
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Penetration testing shall be performed periodically.
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Penetration testing shall be conducted for all Internet-facing 2-2
systems on a scheduled and regular basis, and following
defined methodology and procedures. (ECC-2-11-3-1)
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Penetration testing shall be conducted for all critical systems 3-2
on a scheduled and regular basis (every 6 months), and shall
follow defined methodology and procedures. (CSCC-2-10-1-1)
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Penetration testing exercise shall be conducted as per the

relevant legislative and regulatory requirements and shall take
into account the following guidelines:

2-4-1 The exercise shall meet specific penetration testing
requirements, which are mentioned in the
procedures.

2-4-2 The exercise shall define the testing approach
(whether black box, white box, or grey box).

2-4-3 The systems/applications, services, or technical
components targeted for testing shall be identified,
as well as any system/application specific
information, requirements or permissions targeted
for testing.

2-4-4 Previous testing reports and supporting documents
such as network diagrams and Technical Security
Standards shall be reviewed and utilized as inputs
for the testing exercise to understand how a system,
application or technical component functions.

2-4-5 Simulation of real-world attack scenarios shall be
conducted in the penetration testing and it shall
include, at minimum, the following:
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e Social Engineering

e Network Level Penetration Testing

e Application Level Penetration Testing
e Wireless Penetration Testing

e Unauthorized Access

2-4-6 A test bed or an environment that mimics critical
systems or production environment shall be created.

2-4-7 Results shall be documented for each step in the
testing exercise.
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