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Access lists shall be configured to control access to network 1-1
communication devices and ensure that these devices are
accessible to authorized users only.
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.(IP Address Spoofing) -
An access list shall be configured to protect all network

segments from Layer-3 IP address spoofing.
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Centralized user-level authentication shall be deployed to
authenticate all interactive users making changes to all
network devices. Additionally, authentication systems shall be
as few as possible.

a3 gl alasinl e AL Al i Sa 5 (A e Jsas ity O
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Restrict wireless network administrators’ access to use
dedicated Privileged Access Workstations (PAWS) or jump
servers placed in an out-of-band management network,
segmented from <entity name>’s network and isolated from
the internet, and not wirelessly.

8¢l A5 Y 5 aial) cludall aladind 5 jualiall a3xie 4 5ell (e BaI Gl
sl

Multi-Factor Authentication shall be implemented and

encrypted sessions shall be used to manage all network
devices.

Léd (padas op i oo pas o 20U Gilalaty Saasall g pall AWlS aladtii) s
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Al
The use of hard-coded passwords shall be limited to relevant
administrators only as necessary for non-interactive purposes,

as well as to recover network devices that have become
disconnected from the network.

ek VT Gamgs sl Jiaas wie daganti A Al (i yad A0 3 el lac
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Network devices shall be configured to display an awareness
banner at login. This banner text shall not provide the
underlying characteristics of the network.
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A logically and/or physically segmented network shall be 1-2

designed and implemented, taking into consideration business
needs and enterprise architecture, and based on the principles
of defense-in-depth and multi-tier architecture.
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Appropriate level of security controls shall be applied to 2-2
different network segments based on the value and
classification of information stored or processed in the
network, levels of trust, business impact and associated risks.
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Multi-tier architecture protected by dual layer of firewalls shall
be implemented. Specifically, the network shall be segmented
into three or more layers (boundary/perimeter, core and
trusted) and the network segments shall be divided into zones
(demilitarized zone “DMZ”, management zone, production
zone, database zone, development/testing zone, etc.) as per
<entity name>'s enterprise architecture and security
architecture.

Networks shall be designed and configured to filter traffic
between different segments and block any unauthorized
access.

Aaiaiag
Servers or data stores with sensitive information shall be
placed in dedicated separate network segments.

O 2 e e YLl 6l aiad (RoUters) @iled sall s leall ol jan slac)
Jon Aulies o dulin il slea G 3305 o 85 pUAS S S (gl 5 48 55 gall e IS
Firewalls and routers shall be configured to prevent any
unauthorized connections between untrusted networks and

any system components storing highly confidential or
confidential information.

Al dihaie JSU 0 gandl 5 il giosall gaakai g agans

Levels and boundaries shall be defined and implemented for
each security zone.

) ga A4S Gl 3 Ly il 5 laY) Cilgal ) Sl e ja ol ddlaie gadal g aaa
G Jall Ui adlsiy oY) Jsmasl dada <y Gl oY)
ulall s 3¢l 5 «(Jump Servers) daY) Ghlial ) Jseasll a3l 53 5 ((SSH)

(PAWS) auluall 5 dalgd) &l jlial) y Glbadball il

An out-of-band management network zone or segment,

including all administration servers, machines with

administrative access, Secure Shell (SSH) servers, jump
Caatl] yidl)
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servers and Privileged Access Workstations (PAWS), shall be
defined and implemented.

ealall Sl 5 AL el Sl 5 AA N A e ASLLO) SN Joad

Wireless networks shall be segregated from the internal
network, isolated networks and private networks.

o Aaadiuall 4855 gall Clindl s SLEAY) 5 ZLY) Gl SISl a0l &) sl

GAY) Gkl
Servers, networks and production, test, and trusted
environments used for developing, testing, scanning and

storing data and any other related activities, shall be clearly
identified and segregated from other networks.

AV il e Lihie dubual) sl o) jal Jad

Segments of critical systems shall be logically isolated from
other environments.

ASLO Al JuaiV) (e Alial) dakas) aie

Critical systems shall be prevented from connecting to the
wireless network.

Cladd aa Aalai) oda S Jla 8 e iYL Juai¥ e duluall Al aie
Critical systems that offer internal services which do not

require remote or Internet access shall be prevented from
connecting to the Internet

Alaall laal Ak Ady yeill culaladl s clalaadl g ac ) gl g clalae ) Axal e
Y e el A S5 e Al 0 aexi ) (Routers) e sall s
Security configurations, rules, policies and profiles for firewalls

and routers that support critical networks shall be reviewed at
least every six months.
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An up-to-date inventory of all of <entity hame>'s network 1-3
boundaries shall be maintained.

sl e Lol Jsall (S L 7 a2 YL

Regular scans from outside each trusted network boundary 2-3
shall be performed to detect any unauthorized connections
that can be accessed across the boundary.

pan g deddinal)l e ol Apall cu Y OV S Gnglie ae VLAY ks
(e 2 S 2ie Ay g pdall g 4865 gall s uY) Y S 505 0 ) sie Oy J sl
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Communications with known malicious or unused Internet IP 3-3
addresses shall be denied, and access shall be limited to

trusted and necessary IP address ranges at each of <entity
name>'s network boundaries.

Glbe aoa S is sl (TCP) Jaall aSaill oS i 5 0 lia ye YLY) Hlas
led 7 el Y oS g3 g 5ll s o Lasd) lanal ciliplaill 4S ja 5f (UDP) aaiiosdll
pul> A% a50a e aa S die AN agaa e 3K e AN ) JsAall
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Communication over unauthorized TCP or UDP ports or 4-3
application traffic shall be denied to ensure that only
authorized protocols are allowed to cross the network
boundary in or out of the network at each of <entity name>’s

network boundaries.

Oeaa JS die dgaadl yie el Al Sl clily a s Jasl 48l dadal dlac)
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Monitoring systems shall be configured to record network
packets passing through the boundary at each of <entity
name>'s network boundaries.

s asma Sl gl i AN e (IDS) Jlal) i€ Aadail Gl G
pul> Al agan e s S 2ie Aadaiy) odgl Auial CulSlgml L;i aiS g gl
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Network-based Intrusion Detection Systems (IDS) sensors
shall be deployed to detect any unusual attack mechanisms
and detect any compromise of these systems at each of
<entity name>’s network boundaries.

S a ol CatSl A o ) RY) ey CHLESY Aasiall Alenll Aalail cuns
Sl anl> 2805 2 gaa (e 2a IS 2ie AN e A Sl

Network-based Intrusion Prevention Systems (IPS) shall be
deployed to block malicious network traffic at each of <entity
name>'s network boundaries.

s i) A3 e (APT) el deafiall Clapagill aief S il Cags
A5 g e 2 S die B B g el e Claagll 5 3K030 e Claagl) Caa

<dgall el >
Network-based Advanced Persistent Threat (APT)
detection/prevention systems shall be deployed to detect or

block malicious network attacks and zero-day attacks at each
of <entity name>’s network boundaries.

Llh g dajt e il of mal ALl G i) Ales Jlan
I cliplail) i) aeY) Loy guall JEiai Y sl dd 5 pea e 5l da sansal) ikl
Cliaill plawd sl Galall aadisdl Cliby ads JsSsis o ey Jual 5
350 (g2 (S die (liaill e lau] alai J S gig pl Aliiaa e a5 "UDP/53"

Sl aul> A<l
Application inspection firewall shall be deployed to block
applications that are not whitelisted, unknown or non-
compliant with security controls (for example, applications
communicating over UDP/53 while not being compliant with
DNS protocol) at each of <entity name>’s network boundaries.
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«Uilall A8 A je g ddiat s Jidail (WAF) cusl) clindail dlaall jlaa s
el ikt g (e Ll 7 maall e UL AS s e

Web Application Firewall (WAF) shall be placed to analyzes,
filters, monitors, and blocks Internet traffic to and from a web
application.

Aada ol )53l s e Leale (380 5l 5 A sdl) ) Y S 555 53 lolae) Lauia
(WAF) s Slaplatt dlaall ol pan 3 3ead 00 Jlean gl (Lo danll (TLS) it
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Acceptable and approved encryption protocols such as some
types of Transport Layer Security (TLS) shall be configured to
terminate on any WAF device to inspect decrypted traffic. If
the device does not support TLS offloading, WAF shall sit
behind a decryption device to inspect decrypted traffic.
Otherwise, a host-based web application firewall shall be
deployed.

e bl disas g (NetFlow) 4Sulll je cliball A4S ja Sl glaa gan (Sl

RIS SN P HIN

The collection of NetFlow and logging data shall be enabled
on all network boundary devices.

ala e ai e i) ) e A<l e il A8 e JISE AS o glaaa

Loz raddl e VLAY bail Heaall § saaiaall Ciliwdail) ddda 1S

All network traffic to/from the Internet shall pass through an

authenticated application layer proxy that is configured to filter
unauthorized connections.

S sl B Laradall i 5 lall (URL) gesbindl clid ) J s 1) 401<)
Only specific and whitelisted URL categories shall be allowed
to users. Access to hacking, malware, proxy, anonymizers,
il i)
1.0 Llaxay!
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phishing, suspicious, unknown and uncategorized URLSs shall
be disabled.

syl e (a shall aslall i 5 il i Y] hea iy 3S ya S i ol
&) gal landaill (e Ba0ak A aladiu) <Agall all>1 (K (o sinall Jalas
bl A8 ja 585 Gla (50 JS 5 aa e Ll Jsal) (S da s

All encrypted Internet browsing traffic at the boundary proxy
shall be decrypted prior to analyzing the content. However,
<entity name> may use whitelists of allowed sites that can be
accessed through the proxy without decrypting the traffic.

nady ALl <Agal) anil> ASE ) axn e J A3 dasdi s J s ol Cilalae ] Jasia
 pabiall 23aie Ay sel) (e (383N aladind 5 (Ja 5 aladtuY] a8 i)

All remote login access to <entity hame>’s network shall be
configured to encrypt data in transit. Additionally, Multi-Factor
Authentication shall be used.

Jsla sl dpal @) L)) il Jie CLE 223 22 e Jsas Slea
A8 Llea 5 aal (SSL-VPN) decal i) Aalall clKuill-aiay) i) ddk
LAl aud> A8 ) J e sl) JIS3

A remote access device that uses technologies such as Virtual
Private Network (VPN), or SSL-VPN solutions shall be
deployed to terminate and protect all remote access to <entity
name>’s network.

i KRl il A5 ) s o Al o ) el 33 gan e
oty <Agall aul> 8 sadinall (1Y) Clulis gaen Gakal Glaal 4581 ) el g

Aolad) A0l 5 el e Lgdulat o5 ) 43y Ll
All enterprise devices remotely logging into <entity hame>’s
network shall be scanned prior to accessing the network to
ensure that all of <entity name>’s security policies have been
enforced in the same manner used on local network devices.

Slesall Jehel Clast s (DOS) Redll ina clent giafbiS s
Ciaa Sl A A Gkl J e sl <deall aul> 3 eal e (DDOS) 4e ) sall
Sl aul> 305 2 gaa (e 3a S 2ie (DOS) deadll s Gleaa

Denial of Service (DoS) and Distributed DoS (DDoS)
detection/prevention technologies shall be deployed (on prim
) sl
1.0 Llaxay!

11

15-3

16-3

17-3

18-3

19-3




SISl el Jlama 7354

or by a third party) to detect or block DoS attacks at each of
<entity name>'s network boundaries.

slaud ol o Claagd cana 5l CalSl Glaill sland alas (el il capgs
Sl anl> 3805 5 0a (e 2a S 2ie G

Domain Name System (DNS) security technologies shall be
deployed to detect or block DNS attacks at each of <entity
name>’s network boundaries.

Chpaiiall aul pasdy CdS) Gl claul alas ol jludiunl) Juad (S
Ad 5 el &) sl

Domain Name System (DNS) query logging shall be enabled
to detect hostname lookups for known malicious domains.

o G u ol e cleaell Caa sl oIS g SSIYI 3 ) gl Al g
Sl aul> 480k 2 s

Email security gateway shall be deployed to detect or block
email-based attacks at each of <entity name>'s network
boundaries.

basy (URL) Cpobiall lid g G aaY) Glead 48K el:'ﬂld\ Euaaill Hlea
(Blacklists) e siaall cliplaill o Baasall Q) gall g AdlaLY) Sl slaall
Aluaall 48 jaall ) LAY

All subscription services, URL categories, threat feeds,
blacklists, and signatures shall be up-to-date and updated
regularly.

(Limitations and Controls) s sall 5 3 gl
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.(Network Lateral Movement)
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Active ports, services and protocols shall be associated with
the hardware assets in the asset inventory.
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Only network ports, protocols, and services listening on a
system with validated business needs shall be running on
each system.

L) vie 4l dalal) AS e alitie JS5 MU AT e Clleny oLl
Al e Ly e e il

Automated port scans shall be performed on a regular basis
against all systems, and alerts shall be raised upon the
detection of unauthorized ports on a system.

el acld Badat ae allas (S 28Ul it <l ol ol Capaional) dlas jlan gaka

Host-based firewalls or port filtering tools shall be applied on
end systems, with a default-deny rule that drops all traffic
except those services and ports that are explicitly allowed.

Alaall A3 e YLaY) Adl ey pandl Ul S d dlea s Cud

g1 aY) s ahlial o ley digisall e 5 4355l M)y «(VLAN) deal i)
Adalall clengl) Cana g Al AN dlaad a0 g2l

A datacenter firewall shall be deployed to inspect and monitor
inter-VLAN, trust-to-untrust, zone-to-zone, segment-to-
segment, and east-west communications to protect the
internal network and block internal attacks.

zisad) ) Y zisa glaY el zigais Llaall s clulis dlac
Lalals bl 4S a1l AS Cana DA (e (lipdadl) (e 52280 Al #Lad)
DA (e e 138 (B Sy s Abme ledd ) Baaae Ly AS jay Lath o landl
A gl sl QS Canad Gy Jgeaglly aSal) A8 i 3aclE AT Cilblae) hana

Avaid) Cua el g pea IS5 e 1300 aLEl (Say 5 il

Firewall policies and rules model shall be configured to follow
positive security model (whitelisting model) by blocking all
traffic by default and only allowing specific traffic to identified
services. This can be achieved by configuring the last rule in

aaaill il
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an access control list to deny all traffic. In addition, this can be
performed explicitly or implicitly, depending on the platform.

4 s sisl) il e Gl 4G Seae il S50 Ales Jlaa dlac
Aald aiay (Whitelisting) ikl (e s03a0 Al landl 4l (7 (5 st

.(Blacklisting) <aukill (e (s Al s32aa
Datacenter firewall shall be configured with application
identification (Layer4-Layer7), and application whitelisting and
blacklisting.

2Ly o) aam gl aaiisall e Caail) 4l dleal) Slan 28 clilae) Jasa
(UID) paaiadll A58 e

Firewall rules shall be configured with user identification to
build policies based on User Identity (UID).

Al 4,3l e bl 138 8 63lel 35S0 10-3 ) 6-3 L) suall rkas

Controls 3-6 to 3-10 from this standard shall be implemented
on the internal network.

i Y JS 59 0 e @l A laal) e st <gall anl> 403 il Ja 4

Ada ) A% dlead 2 (5 giall (o YY) Lo guin i ag ¢(IPVA)

In case <entity name> network is IPv4 based, Layer 2 security
controls shall be deployed to protect the internal network

o) Y Ailiall AEN o) Y A jadfiald Al il Alae SIS dlac)

Ay el

Private/lsolated VLANSs shall be configured for critical network

segments or isolated segments.
Al al Lo &l 8 sl o ) dliaad) dadail) o) 3ol o il J sa s 4lSa) aie
Adall 1Y) aam gl e a5 A sllaall 43 Jayl guiall (Sl pe Lgasa

Networks or segments of critical systems shall not be allowed
to access any system in the environment unless they are
scanned, and if required security controls are applied and
security posture of the system is verified.

aaaill il
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Communications network shall be isolated by placing it in

appropriate separate VLANs based on function and leveraging
private VLANS or micro segmentation.

(Wireless Access) Sl J goa sll

Leilen 5 SISl pladin) Jav Caagll
Dbl <dgall aul> (a paiin diles 90 e KL G & 5 3 Js 4 .l
lil) RS 40310 4y & jeadd) e Jlady) aldiagl)
4 lladll cile ) saY!
Al Al ASLO €l Juail jlalie ayil Jals Hlalie aydi ¢l ya)

A comprehensive risk assessment exercise shall be 1-5
conducted to evaluate the risks of connecting wireless
networks to the internal network.

ALY AL ALaiall s Ly el 2SI J g sl Tl 3y il el

An inventory of authorized wireless access points connected 2-5
to the wired network shall be maintained.

o S Jsas ol pie ol aiSl A 8 4l G al e il ol Sl
2353 50 Al 5 ALl AL Jialie 43 7 e

Network vulnerability scanning tools shall be configured to 3-5
detect and alert on unauthorized wireless access points
connected to the wired network.

C e s ShY Jseas ol 2SS (WIDS) SLadll Jlusil) (oS plai alasiad
o35 52 4l 5 TSl AN Jasia 4,

Wireless Intrusion Detection System (WIDS) shall be used to 4-5
detect/prevent and alert on unauthorized wireless access
points connected to the wired network.

Al Llee dapls i Y 35 el e SLOU J sea gl Qi o2l 5-5
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Wireless access on devices that do not have a business
purpose for wireless access shall be disabled.

Euny Jaall LD AN U3 Y A1 caleatal) 3l e GSLOW Jgaa sl Slac)
A Jsasll auiiy Laid Lo # eaddl AL Sl ) Jsa sl Zland) 5
S AYT AL el

Wireless access on client machines that do not have a
business need for wireless access shall be configured to allow
access to authorized wireless networks only, and to restrict
access to other wireless networks.

3 ile 3 3¢ (i) AS it (anadiall) 4SLOU) ASLEl @ )28 Jpndi ol2])
Oabaiall gl AL clsasl) e

Peer-to-peer (ad hoc) wireless network capabilities shall be
disabled on wireless clients.

alasiuly LSl Al Jlaidd AL 5 3ea ) 5 LKL J ga o)) Lalis alac)
(WPA3) 5| (WPA2) Jis 4l &Y K5 g 5

Wireless access points and wireless devices shall be
configured to connect to the wireless network using secure
protocol such as WPA2 or WPAS.

el Z8slaall J S 55 5 i gaaall Y S 555l AU i aladiul Glaa
2dnie Ay sl e 3R aladiinl iy A (EAP/TLS) Jil dida (pal-alaiadl

Wireless networks shall use authentication protocols such as
Extensible Authentication Protocol-Transport Layer Security
(EAP/TLS) that requires mutual Multi-Factor Authentication.

L i) $3eall o 5a5m sl LI 3 3eaSl SLO Jpeasll o ol
Jall Aol (s o L ("NFC" sl i Juai¥l 5 "Bluetooth” & sisk
JER

Wireless access of peripheral devices (such as Bluetooth and
NFC) shall be disabled unless such access is required for a
business purpose.
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A separate wireless network shall be created for personal or 11-5
untrusted devices. Enterprise access from this network shall

be treated as untrusted and shall be filtered and audited
accordingly.
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1-6

The use of secure encrypted management protocols, such as
Secure Shell (SSH) v2 and Remote Desktop Protocol (RDP)
over TLS, shall be restricted.

Dhme Mgl (s (“Suite B” Ae genan sl Jia) dageadl el
R s e sl

Sensitive and confidential network traffic shall be encrypted by 2-6
using next generation encryption cipher suites (such as Suite

B cryptography). Refer to <entity name>'s Cryptography

Standard.

Gl sl (IPSec) < iyl JSsis o el e 2n e Jgmasl) DUy 48 a il
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Sl aul> 8 adiaddl 5aial) Jlae M) g sa 0 (a0 (“Suite B” de seaa 3-6

Remote access traffic over IPSec or TLS shall be encrypted
with next generation encryption cipher suites (such as Suite B
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cryptography). Refer to <entity name>'s Cryptography b
Standard.
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Application protocols shall be configured to use encryption
wherever applicable (HTTPS, FTP over SSL, LDAP over SSL,
etc.)

(Physical Security) sstall oY)
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All network devices that are required for network 1-7
communications shall be placed in a secured area with
physical access controls implemented.
) 2-7
Core network equipment shall be placed in an alarmed area.
Al a5 oUsi 5l (UPS) dakaiia e 48U Al gay A 5l 480l lans Loy
Core network equipment shall be attached to a UPS or a 3-7

generator system.
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Physical defensive mechanisms shall be configured in
network devices, including:

e BIOS protection

e Chassis intrusion alarm

4-7

These mechanisms shall be enabled if available for the
technologies in place.

(Logging and Monitoring) 4 ! 5 Jasuil)
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All network and security devices shall be configured to log 1-8
events and audit logs to the central event and log
management system for analysis, correlation and alerting as
per <entity name>'s Event Log Management and Monitoring
Standard.
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All device logs shall be consistent with the requirements of 2-8

<entity name>’'s Event Log Management and Monitoring
Standard.
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3-8
All network security devices shall be configured to log all URL
requests, denied sessions and threat events.
daalill e g daalill Jsaall Y glaas Aalatiall Ehlaaly) Jlu Y 208l 5 jeal dlac)
Jalail) (al 2V (g 38 pal) Bl g Calaa¥) 551y plas ) 5 lay) clgal s )
Al 5 a1
Network devices shall be configured to send events related to 4-8

failed and successful login to administration interfaces to the
central event and log management system for analysis,
correlation and alerting.
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All logs shall be stored in a secured environment with access 5-8
control enabled.

Secure Configuration and ) Aklia¥) mudll 5 sl § Clalac )

(Backup
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Minimum baseline security standards shall be developed for
all network devices.
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Minimum baseline security standards shall be regularly
reviewed for all devices at least every six months.
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All devices shall be compliant with the minimum baseline

security standards, and any deviations discovered shall be
reported.
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A change control process shall be implemented and followed
for any changes bearing a significant risk to <entity hame>’s
network, including rules that allow traffic to flow through
network devices, firewall security policies, Network Address
Translation (NAT), etc. The process shall be documented and
shall include the following:

e The rule’s purpose
il sl
1.0 Llaxay!
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The affected service(s) or application(s)
The affected users and devices

The date when the rule was added

The rule’s expiration date, if applicable

The name of the person who added the rule
The problem statement

Supporting data

Management’s approval of changes

Gkt JB i) (e 3y patiall AN lane AT Cilalac Y e Aahaliial ol Jae
sl pal eyl
A backup of the configuration of all network equipment

affected by a change shall be performed prior to the change
implementation.
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Regular security testing, such as vulnerability assessments
and penetration testing, shall be performed as per <entity
name>'s Vulnerability Management Policy.
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Network devices shall be regularly patched and updated as
per <entity name>'s Patch Management Policy to ensure all
devices firmware is up-to-date and all patches are applied.
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Unnecessary/unrequired services on network devices, such
as FTP, Telnet, etc., shall be removed/disabled.
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All network devices shall be configured to synchronize clock
with at least three centralized time sources.
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All physical network devices shall be scanned for signs of 1-10
tampering upon installation.
2-10

Software, updates, patches, and upgrades to network
components shall be obtained from validated sources.

3y sall iy 3aclE ae &l (e (BRI Cangy e SEY) (e Cibime ) o3 o L

When downloading software from the Internet, hash 3-10
verification shall be compared against the vendor’s database
to detect unauthorized modification to firmware or software.
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