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1-1
All <entity name=>’s inbound and outbound emails shall be scanned

for malicious and suspicious content.
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All <entity name>’s inbound and outbound emails shall be
tagged/labeled with appropriate protective tagging/labeling
reflecting the sensitivity and confidentiality levels based on the data
classification level and as per <entity name>’'s Data Classification
Policy and the results of content analysis. Alternatively, <entity
name>’s applicable Tagging/Labeling Standard shall be used as per
<entity name>'s Email Protection Policy. Some examples of tags
and labels are malicious, bad sender, inappropriate, spam,
suspected spam, safe, sensitive, etc.
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All inbound emails shall be blocked and tagged/labeled to reflect
disallowed content as per <entity nhame>'s Email Protection Policy.
For example:

e Block malicious, blacklisted and spam emails.

e Quarantine suspected spam emails.

e Allow safe emails.
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All outbound classified emails shall be blocked based on the
protective tags/labels reflecting the email classification level as per
<entity name>’s Email Protection Policy. For example:
e Block sensitive and confidential emails.
e Allow public and restricted emails.
i) Jas o (<lgall anl> 3 Axdal) g SV a5 el Al T g dpalasa)
bl sauad Jilu )l caas @

all )A\
1.0 Jlaxy!

4

3-1

4-1




s SIY1 3l e e 3 5al l

Spam emails reflecting unacceptable spam risk scores shall be
blocked as per <entity name>'s Email Protection Policy. For
example:

e Block high risk emails.

e Quarantine medium risk emails.

e Allow low risk and no-risk emails.

b Clilaiy < ) ol Jeo ggiad Al sayl gl S iKY p pll Jley s
Al ey duat Y glsa g (Malicious URLs and Domains) 4a swia g

Inbound emails containing malicious URLSs, phishing attempts,
malicious domains, etc. shall be blocked.

) Al (i A 4 04 (Active Web Addresses) ddadill cu sl g slie Jlagia)
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Active Web Addresses in emails shall be replaced with other
addresses.

7-1

(Active Content) lel& s sisa Ao (5 sind Al 32 ) sl 55 a1 2 ) Jila ) Cas
Lgie 4bda of A g IV AL ) (i b
Inbound emails containing active content shall be blocked. 8-1

Alternatively, the active content in the email's body shall be
removed.
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Inbound and outbound emails with extra-large files or content shall

be blocked or delayed until the files are verified by the responsible
employee or as per the enforced policy.
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Outbound emails to unknown distribution lists shall be blocked.
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Multi-Factor Authentication) _salill siic dysell e Gaaill il Gk
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:Jic) ((Webmail) (s S 20 o 0 2ada s (Email Client) sl 5 S0y

) Loyl guall (ga Y-Y-£2Y Q85 Ladall G5 (Outlook Web Access “OWA”
(ECC-1:2018) Sl sl 3N 1-2

Multi-Factor Authentication (MFA) shall be implemented for remote
email client access and webmail access by users (e.g., Outlook
Web Access “OWA”) as per ECC-2-4-3-2.
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Al cliad o ((One-Time-Password) Jsaall Qe asall 5 il
e S ¢(Certificates) il wiies sl (Smartcards) 2.9

Besides a user/password combination, users shall implement other
authentication mechanisms when accessing emails from outside
the network (e.g., biometrics, hardware keys, one-time passwords,
smart cards, encryption certificates, etc.).
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3-2
Complex email password requirements shall be configured as per

<entity name>’s Identity and Access Management Policy.

(Transport Layer Security) «dill (s sise Galy i il Gl gk

Gl Gl 4l (Virtual Private Networks) «isal 8y dalall ciluilly

Ao se ) il a3l sy il Y S 5 gy aaal alasiul 5 Lgllas ) I8 450l (e

Sl aul> 8 adiad) il lee M) g 2l a0 e =54l (Cipher Suites)
Encryption methods, such as Transport Layer Security (TLS) and 4-2
Virtual Private Networks (VPN), shall be implemented to protect
authentication mechanisms during transmission. Recommended

next generation encryption protocols and cipher suites (such as

cipher suite B) shall be used. Refer to <entity name>'’s
Cryptography Standard.
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Two types of email attachment classification shall be configured;
based on file type and based on file content.

1-3

(U Jas e Lgtiasa g il jal) g 5il con S8 all e i

Windows ) s s (e 28l AL Claae sl fsi ) 550 anan 16 )3 guadl LB o
dpaill a1 ol Clae iy (Office Macros) csisl s Sle el sl s (PE
L% 5 «(Scripts)

(Multi-Layer Archives) <bisiwdl sadxie clind V) cdgalall dadl) o
sl Ce lgana i G il pasl Gliley s el AeS dles il
(Quarantine-list) ysall iali s lild) o la e 5 ¢ i)

Gliles (XIsX s pPtxs dOCX 1fie) dunlll (b sf al o ilile 1pliagl) daiD) @
La e g daand V) ) ot pdf

Gaadll ey 3l 5 Aa g yeall e clill) fam ) sil 1A g mall b S yal) Aoy e 2.3

e

Attachments based on file types and formats shall be tagged. For
example:

e Blacklist: All forms of Windows PE, Office macros, scripts,
etc.

e Graylist (quarantine-list): Multi-layer archives, password
protection files, encryption files, files exceeding the
maximum size, etc.

¢ Whitelist: Standard Microsoft Office extensions (docx, pptx,
xIsx, etc.), pdf, txt, archives, etc.

e Unknown: Unknown file type/format, or unable to detect.
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All malware-scanned attachments shall be tagged with scan results.
For example:
e Malicious: Contains virus, malware, APT, etc.

e Safe: Malware-free attachment.
e Unknown: Unable to scan.

(Footer and Header) «alal Juiis dusy s 55 Jia W sine aladinly clila) g 5l apass
La A e

File types shall be determined using file content (file header and
footer), not extensions.

- Jia b ylall QM\wQ#wﬁGﬂL@MM&JU&AM\ Q\Aﬂ)‘d\@uuaﬁ
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All whitelisted and filtered attachments shall be scanned for

malicious files including viruses, malware and any other form of
suspicious files.

& A8 sadia 5l 3 jla Gl (sl asa are e il 3l adl Ay Aalail maen (and
2l dis s dpala s (Mail Gateway) ol 4l e (55 ASIY) 2 ) dail) ol Sl
o0 8wl ) et oF JE (Mail Server) udl a3a 5 (Mail Relay)

.(Email Client)

Malware scanning shall be performed on Mail Gateway, Mail Relay
or Mail Server before it reaches the Email Client.

2l 8ol B el e A e 5l 8l s gl 2sn s p2e e Gl Gand sl )
Jie 6-3 2ull & 3 sasall e Calida 3530 5 37 50 4038 Ja aladiuly (Email Clients)

) G el ) il s ) (e dleall il 5af ddlia)
Malware scanning shall be performed on email clients using a

solution from a vendor or provider different from the one mentioned
in clause 3-6 (e.g., AV plug-ins added to outlook client)

e pall Sialiny Bilad el ja) e Lebdal Cuad Al g A gensal) 8 jall paen and
(APT) 5 _paiusall a3iiall Cilangdl) (e 32l (Sandbox) & s jeall dleal) 4 alasinly
e 485 pmall e 5 luall lma il

Allowed attachments, on which dynamic analysis was performed in
sandbox, shall be scanned to detect Advanced Persistent Threats
(APTs) and zero-day malware.

oS 2l Jils ) s 2yl (patisall 3 ) sl W lendl aae o) aaa
2l el Aislanad Tl g 610 guadl 25D ez Adas 5l 5l 488 5o clile o (g gia3 )
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All emails with blacklisted or malicious attachments shall be
blocked/stripped as per <entity name>'s Email Protection Policy.
Sender’s email address and domain shall be added to the blacklist.

il aan (W) sine LoDl (e S cpon ) patindl) 25 ) L e s i) ) as
Al l€ 1) dgale ) A e il it Al g pSIY) )

10-3
All emails with graylisted attachments shall be quarantined if they
are malware-free.
Ay e e A8 pe Slile et A G5 S 25l dile ) gaes s
11-3
All emails with Unknown attachments shall be quarantined.
A pansa g Akl 48 5o cilile (yamti A 35 S 2l Jil ) ases J
All emails with whitelisted attachments shall be allowed if they are 12-3

malware-free.

(Email Sender Verification) s xSy 2 ) Jus ya (sa 333

(e \glan L 5 go 5 Lgiadhas (e R0l 5 (3 SSIYT 205 iy 253 Sl Jainl) (o
Azl il gladll o oSy 4 7 el e Jgea sl

Al s Aagal o shedl e RS 5 Jall sy SEIYT s 5 3o ST 3 o5 | Aleiaall LA
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L&Y

. . . 1-4
Sender shall be verified against at least two sender reputation

databases.

322l sidl (Email SPAM lists) axelaiy) Jilu 2 8 Jilia Judl) of sic (e (Gl
Loy a5 o juy) e

2-4

Sender email address shall be verified against sender spam lists
that are available on the Internet and are updated daily.

a4l 3y 5 adlsy alall (Internet Protocol “IP”) < i) JsSsis (e Ral)
Real-time ) 4l sdall i mi¥) Gogbial haalll Al ae ati)jliey @aill auls 3-4
.(Blackhole Lists
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Sender email server IP and domain name shall be verified against
Real-time Blackhole Lists (RBL).

55 Sy 5ally alaial) 28 b (e (3T

(Email Chain of Trust Verification)

o Letiland Ll g8 a5 LgiaDlas (g 8Ll 5 39 SIY) 5l iy 45 pas e Balisd) (o
Al e gledll e ISy 44 o Geadll y& Jgea sl

sl ey e ) (s ASIY1 3 e B ey Al (e L e a3 8
g sl 5 Aall 5 gl il glacdl) (pe a3 5 B3l i SKIY1 Jilaa Sl g g <IN
Cpmaieaally Aualall A SV Sl ) 43 2 el

Algiadl Llad)

:\_UM\ C'_:\c.\);y\

25 (Sender Policy Framework “SPF”) Ju &l duibes jUa) Jisdiy L)
Jilu )l d8slas s (Domain Key ldentified Mail “DKIM”) $Uaill ziliay ca el
Message Domain-based) @il ) Taliu) lgdthey leie &30V

Authentication, Reporting and Conformance “DMARC?”).
Sender Policy Framework (SPF), Domain Key Identified Mail

(DKIM), and Domain-based Message Authentication, Reporting and
Conformance (DMARC) shall be created and registered.

1-5

) cBlas (SenderID) dibesll du s dasa d8kias plai G5 Jusall (e (38
Al 35 ySIY) ol el Aend Ty i) ) jaY) MAS) 5 (SPF) Jaspal Al
<:\.€A_.“ fu.n‘>

Sl s L) & (SPF Strict -Fail) JeSU Jadl (=é, o
ol Al ) 8 (SPF Relaxed -Fail) Soal) Jadl as o

Senders shall be verified according to their SenderID/SPF records
and actions shall be taken as per <entity name>’s Email Protection
Policy.

¢ Reject SPF hard-fail

e Quarantine SPF soft-fail

L seriing ) (DKIM) Glaill zeliay Caaall 2y 5l (35 Galas 540l (e (38a)
(Gl ey Cadadll 3yl 3 Jadll Gmd e

Senders shall be verified according to their DKIM.
e Reject DKIM falil.

i) eland allai) ALEL) 4 il COad) e (SPF) duodll dulis ) v
L Lol Kleall adl> LeSla il ikl cleul JSY (External DNS Records)
pal> Ll nem )l 30 3 (Mail Exchange Records) ol Jabs Sl

Leie Al A SV Jil )l Ll <dgall
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SPF on external records facing DNS shall be configured for each
and every domain name owned by <entity name> to allow only Mail
Exchange Records (MX Records) of servers authorized by <entity
name= to send emails on its behalf.

ol dla)y ssise adsl (DKIM) Gl milia Ciidll 35l Cllas Lo
e milie paaty Al g <Agall aul> sl (Email Digital Signing) s <1y

.(Public Key Cryptography) a8l sll 4 yiis
DKIM records shall be configured to sign the content of <entity
name=>’s emails by specifying cryptographic public keys for signing.

5-5

Y (DMARC) «tall ) Talii) Lgiia s Lgie §30Y) 5 il )l d8abiasy Jana
Jlu,ll Ju s 4o dBaliae allas 8 53 sea el cUad) Ly duulial CileljaY) Gk
ol e Al Ty U milias Gaoedll ally deodll dbes ) ey

A Ja e <Aeall anl> 8 dadial) 5 yiSIYI

Gl miliey Ca%adl) 35l 3 (Relaxed Fail) Giosdl Jadll jaa/oab; e
(SPF) Jus ) s ) &las s (DKIM)

dge Al clalaill (a5 ) 5l Sl 1) 5y anss (Relaxed Fail) ol Jaall idasdl
<l ey (Strict Fail) Josll Jadll

Domain-based Message Authentication, Reporting and
Conformance (DMARC) shall be configured to automate the actions
taken on SenderID/SPF fails and DKIM fails. For example:

¢ Reject/Quarantine Relaxed Fail in DKIM and SPF.

Note: Relaxed Fail allows emails received from sub-domains and
Strict Fail blocks them.

(Email Systems Security) s 5} 3 ekl il

o) aalga Glld b Lay s S ) Aenad Apul) Agial) ) el 5 dles (s
Al Al gla g ailily ac ) g g a3l s

aul> s SV ) deaad dnaill Al lead o) ja) ol SaTl axe g2 o (Sadl) (1
Ixiiaal 5 (59 SSIYT 2yl dadail 8 AalS)) Camacal) Ll ppealeal) JDMaind ) <deall

Agiaal) Lladl)

:Lg}u:‘d\ C"_a\;\);:}“

(a5 (31 sl cililee 25 43y ol Rl Gand 1die) Ay ) 50 Agial <l jlaal ¢ s
Sl adl> 8 28 il Sile)ja Yy bl
Regular security testing (such as vulnerability assessments and

penetration testing) shall be performed as per <entity name>'’s
relevant policies and procedures.
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A G g 55 iV ayll Al e )50 cladlal s clipaaill o e Gaukal g dxal g
Al e st laa s (<lgall anl> 8 Al ciladlal s sl 5 )

Email systems shall be regularly patched and updated as per
<entity name=>’s Patch Management Policy. Additionally, it shall be
ensured that all systems are up-to-date.

B ) et e D) e o A gl je cleadll g clindadl) Jueds o) of cada
¢ (Telnet) ¥ e 2 o Jbai¥l J S50 py Acliball claad i Sy 5Ty

L&
Unnecessary/unrequired applications and services on email

systems, such as printing services, telnet, etc. shall be
removed/disabled.

3l kil (Secure Configuration and Hardening) csasis cililae) lawa
& g sl oa L el 330 UK Jsil) 5 il aclE g ki) (6 gie Lo 35 5T
<;\.€Aj\ f“"""> ‘f ugw\ Glibul) sacld u.ni Dlazag eJIAJ\ uAi Jlaxa

Secure Configuration and Hardening shall be applied every three
months on applications, databases, and operating systems. Refer
to <entity name>’s Server Security Standard and Database Security
Standard.

L 4y 7 ganse ()5S0 5 SV 25l Aall ) (Restrict Access) dswasll i
.(Mail System Administrators) s sy ) &bl (5 ]

Access to email systems shall be restricted to email system
administrators only.

A e Jideldll pe o ducal Y clluall Jund oal) ol Cada
Default/non-interactive/unneeded accounts shall be
removed/disabled.
3xie 45l (e saall AT Aladiuly g SV &l Akl Jaid g Al (g e ol )

s S 2l el ) e sl ealial
Email systems administrators and operators shall be obliged to use
multi-factor authentication to access email systems.

Email System ) s S0 3l dadail Jaih s (5 e zias o) dlead) fase alasiial
Least-) Jdswasll cladia e S3Y1 ) (Administrators and Operators
(s S ) Akl o) 5 alisa Y (Privilege Principle

The least-privilege principle shall be used to provide access for
email system administrators and operators to email systems.

bl il
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Lot 2l 5 ) A0l dadaial) e 5 IV a5l 5 la) il ) Said) J e ) s
.(Management Zone) s_)2¥L dalall 1,850 dakhidl

Network access to email management systems shall be restricted
to Email System Zone and Management Zone.

sl Ay s pall ye clalac Yl clileg s SSIY1 a5l Gkl (ailiad Qe ela) 5 Cada
AU e
Unnecessary/unrequired email application features and
configuration files shall be removed/disabled.
Network File ) asuill Glalse ) (Restrict Access) dsagll 4ilSa) s
A e gl Ay peall e Uil (Shares
Access to unnecessary/unrequired network and file directories shall
be blocked.

& Usasll aaa s (Peripheral Device Controls) 4 hll 3 3¢al! Ly s alasiil
(DVD) 4awadl ol 315 (CD) 48 _aiall Gl Y1 Jie 40330 AL ¢y 5l Qi
(USB) sl 5 813

Peripheral device controls shall be used and access to removable
media, such as CDs, DVDs, and USBs, shall be blocked.

Ll Laade dilainl ol sa e s SV 0 5l Aakail peal s g
Email systems software shall be installed on dedicated hosts.
CSMTP" Dl 3y 5all Jlas ) IS 535 5 1fia) 2l Jis Y 68 53 5 dexs il ) Jana
CIMAPT @Y Jiley () dsasl) JsSsis 05 CPOP" xod) iSe JsSsis s

(Exchange dJsdill aUai ol bl o) claglee oo RSN aiad (W
.Version)

The service banners of mail transport protocols (such as SMTP,
POP, IMAP, etc.) shall be configured to prevent software/protocol
version disclosure (Exchange version).

(EXPN VRFY) Jie 3 hall el s¥) (oaliil elld g 1aid 3 pladll e 3yl yal 5l Jom
Safe email commands shall only be enabled to avoid risky email
commands (such as VRFY and EXPN).

GANY Jawy 2SI 0 dedail 3 (Event Logging) <ulaal) cidlaws Junds
Dlmes Anlud T8 g ulaa ) a5 Y (538 e allai ) Leglls ) canl 1) (Audit Log)
Sl anl> 8 ) YT A8 ey laal) a5l
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1.0 Jlaxy!

13

10-6

11-6

12-6

13-6

14-6

15-6

16-6




s Y 250 e Jxa 23 500

Email systems event logging and audit log to be forwarded to a
centralized event logging system shall be configured as per <entity
name>'s Cybersecurity Event Logs and Monitoring Management
Policy and Standard.

Multi-) b sivall 3aania 4y jlanal) fase aladialy s 5SIY1 4 ) dandld dgiad) dul) o L)
(Firewalls) 4eall jlaa (pe ouidlise il aladiuly 4ssll (Tier Architecture
e yuy) dihie 8 (Mail Gateway) s S 2ol ol g #1030 daas,
Production ) zy) ddlaia A S5 iYoo)l Glinks aal a5 ((DMZ) sulaal)
S (Trusted Zone) 4 5i sall dakiall & 5 S 3l iy ac) 8 23 535 (Zone

.(Database Zone) <t sacld dslaia

A Multi-Tier architecture protected by a dual layer of firewalls shall
be applied when creating the email service infrastructure,
specifically, Mail Gateway in the Internet DMZ, Email Application
Servers in the Production Zone, and Email Database Servers in
the Trusted or Database zone.

Web Application ) cusl Gubd dles jlas als 5 5SIY a5l 28 50 dadia dlea
.(Firewall “WAF”

The webmail page shall be protected behind a web application
firewall (WAF).

.(Open Mail Relay) ¢ siall Jas jill dpala Julaas
Open Mail Relay feature shall be disabled.

«dull Ak galy e sl Gl alaatuly S K ol JB s b
Virtual Private ) «iwal @Y 4alall wlullly 5 (Transport Layer Security)
N aladind g Jile i Jle ) Joa ‘;‘UJSSI‘;!\ ol Jibey Adlesd (Networks
Jis) L a4l (Cipher Suites) deseaall il Gl )l iy il @Y S gig

Sl anl> b adiedl Sk e ) g sa ) o> (Suite B A sene il
Email transport encryption shall be configured using encryption
technologies, such as Transport Layer Security (TLS) and Virtual
Private Networks (VPN), to protect emails during transmission.
Recommended next generation encryption protocols and cipher
suites (such as cipher suite B) should be used. Refer to <entity
name>’s Cryptography Standard.
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Mail bounce profiles shall be configured, for example:
e Hard Bounce for emails sent to non-existing users or
expired/disabled email addresses.

(Email Client Security) (s AS01 x ) (5 )8 mali 5

(Webmail) 5 5IY) a5l a8 00 dnsoa A (0 (55 SV a5l aladinl dgles (e

Email clients shall be integrated with endpoint security products
(e.g., AV and Malware).

(Backup and Archival) & ¥ s 4dalia¥) gl

S L e Lgilen s Lgabaind L5 s il 5iy s S 2l cilily Alu Glaa

- i . a3¢)
.(Email Client) s,y a5l (5 )8 zali 1 el
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Co 2 jal) 2855 8 Lealadind) ey Laa lpadll) Jladi) g ila glaal) 48 pu ) (055 85508 Alaiaadll lalaal)
a5 <Agall anl> ik go 2 b jLall Cilangl
4l cilel )
B850 e e (S5 S b g (5 8 el aladii
1-7
Only fully supported and up-to-date email clients shall be used.
Aad )y claiaiall Jle g S 3l o8 g dnbia Jiadi e
2-7
Running the webmail on unsupported browsers shall be prohibited.
B el Lo zgamall 2l A gpmall e LSl ) Adlay) cliplaill Jaas
(s AT 2l
o L : 3-7
Unnecessary or not whitelisted email client plug-ins or add-ons
applications shall be disabled.
(s A 2 5l (5 )8 sy (G Al Ayl el S e
4-7
Running scripting languages in email clients shall be prohibited.
Gl g yil) slaaS 3 3eal) dles dadail ae (35 S 2o 58 mali JalSE Jana
3kl Sl i 5
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Full backups for the email systems and underlying infrastructure
shall be performed as per <entity name>’'s Backup and Recovery
Management Policy. The backups must include at a minimum email
servers and email databases, including servers’ operating system
backup, email application configuration backup, database
configuration backup, databases and mailboxes. Additionally,
<entity name>'s email system and mailbox backups shall be
serialized, time-dated and indexed.

0 <y ginal Adalia ) el 5 o) Al 15 ol La gy Ldlia) alsia) o Alas ¢ ja
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Incremental backup for user mailboxes shall be performed daily or
as per <entity name>’'s Backup and Recovery Management Policy.

Badinall i) Ay T 5 0y ) il gina g (3 SSIV g ) allasd haliaV) Gowill s
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<Entity name>'s email system and mailbox backups shall be
encrypted.

& <Aeall aul>n Aalall oyl Gl gina g g ST oy ) aUadl Al s Gl o 545
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<Entity name>’s email system and mailbox backups shall be stored
in, at least, two geographically distinct protected off-sites.

gt Jlanal Lhalia¥) &l (Integrity Verification) aadbus i 58 Glel ja) Gakas

Anpnia 48 ey Leiad o ) i pSIY1 2 iy

Backup and integrity verification mechanisms shall be employed to
ensure that email data is being correctly backed up or archived.

Gy lia ) geastll dlee Ledls hanial Ty 50 Alaliin¥) easl) g1 50 apan 3olatias) 4 53
AhlinY) el 5 1) dudpad

Backup recovery shall be regularly tested to verify the safety of the
backup process as per <entity name>'s Backup and Recovery
Management Policy.
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