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el 5 il slaad) Juadl e Al ) uall GeY) Glllie 5865 4 el 138 (e )
aul> i)l (Database Management System “DBMS”) cilibudl ac ) 58 5 )l dakaily ddleciall
Calaa¥) e 3l YA e doa AT Aa Al Cilaagil) e Leilea g Al ) hlad) Julil <deal)
Lo il 55 gDl s ecle shrall 3y 1 a5 dlaall BpulY)

AB) 3 Al 5 Amy il clllaiall 5 31 puaaadl () il al VI Y Ll 138 Caagy
(ECC-1:2018) (Smadl 52 L) Lo guiall (e V-F-Y o8 Ladliall (8 oo i allae 54
el (e Al gl Al e 3 jaliall

Gadail) L8 5 Jeall (8l

&c éJ.Lu:\J c<:\.€AM e..ul‘>_\ Lalall (DBMS) QL\\:L\S\ J.C\JE BJ\J‘\ dalai e J\:\a.al\ Jaa @
<Al aul> 8 Clalall jies

(Secure Hardening Configuration) gsesill g clalac Y dza) je

sl (laal LY (DBMS) bl ael 8 3 )y alks dles cililliie yyaas

Al Ay Hlay aliads g salace ) (DBMS) <l ac 68 3 )y alas

oo Al asbiaill s (DBMS) clibadl ac) 8 5 5l0) allai alac) b ¢Uadll el

by A o el LIainl oSy el @l 3 aga s A a5 A ) o Alaad) i)
L il 535 LgieDl s <dgall anl>

L}M\ C'_a\c\);\g\
3u3all (DBMS) clibad) ae ) 8 3 l3) alkas <ol apanail 43iaY) il gal) daal e
il U8 4 7 Seaall el Cohall J (e ladlaic ]

The security aspects of the design of new DBMS technologies 1-1

shall be reviewed and approved by the respective authorized
party prior to deployment.

il el @ ) Dl LSy Al @l a1y clidall y cleaaldl 4S 35 ¢
el Slaliay s ge loay 3l ) Jaii o) e dledada g
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All services, applications and tools that access databases
shall be documented and maintained, and the documents shall
include a brief description of business needs.

8 (DBMS) il s 58 5 513 Ui (ot ) 4l all Aslal) i sl aias
A a5 dalaa Al day

Physical components of the servers that host the DBMS shall
be located in a secure, locked and monitored environment.

45);” :\_\3\)43 LL«A J\A; ;\J} (DBMS) QU\T&J\ .Js:\ﬁ B‘)\.ﬁ;\ eUé.'a e)\}i &;.A)
bkl sacld aald )y (e

DBMS servers shall be located behind a firewall to control
traffic to and from the database server.

Lot 3a3aa cuy pdlsa gl il ) Jgea sl dleall las de) 8 mand O Gang
ULl ae ) 83 51y dakail ad) s A 5dliad) J sa o)) pie cang LaS elld (50 Le a5
)il AlS ey (<Agall anl> Lalall il il e 33 5a 5all (DBMS)

AV Juasy)

Firewall rules shall allow access only to specific applications
or web servers. Direct connection to the DBMS servers on
<entity name>’s internal networks shall not be allowed, and all
other traffic shall be denied.

(DBMS) il sel 5,10 Al sl ) 3Gl ok o Jpmasll 20
ddlaie GlSud g Clindaill 2ol & 5 sl ad) sA Jia 835080 A0S jalias e o pean
(Al

Network access to DBMS servers shall be restricted to strictly
defined network resources such as web servers, application
servers and storage area networks.

Gl 8 clild) ael @ e Loy Ly 8 i) sel @l ikl sl galall J el
skl &5 LAY L Jia 5 AY

Production databases shall be physically or logically isolated
from other environments such as development or test
environments.

aaaill il
1.0 Jlaxy!
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Gl sk sl sl die ZlaY) clily 2ol 8 8 53 s sall Clild) aladin) axe
sl (mask) adedl Jie S s el dagl a Gk e aSlll ae bl xc) 8

ekl s LAY i A Lealadial (8 Aullad)l clild) (scramble) z e
Data in production databases shall not be used when testing
or developing databases environments, emphasis on applying
cybersecurity controls such as masking or scrambling

sensitive data before being used in the testing or development
environments.

5 4nliY) (DBMS) bl ac) 83 )1y alkas asl s (g dpaniil) 48 )0 el
ALy
Naming conventions shall be distinguished between

production and non-production servers.

Al il L..gi Adlainl a2e 5 (DBMS) lilall ac) 683 ylaf alai ad) & anads
"alaill wlerd” 5l (Web or Application Tier) "Gahill 5 cu sl 5 siva Jia
.(Domain Services)

DBMS servers shall be dedicated and shall not host any other
functionality such as “Web or Application Tier’ or “Domain
Services”.

Al yia) AUl ae ) 8 J glas dpend Bale) oo

Default database table names shall be changed.
Dl o g @l g cclilll (2o 58 of) 328 Capationd ) Jorodill dadaif 481S pans
POPERIIN

All operating systems that host the database(s) shall be
hardened in accordance with the Server Security Standard.

O Sl i) ol O lalaill o) yaY dasd gaadaill 3,8 giall 45 5aall Cilel Y aladiul
il ac 8

Only stored and available procedures for the application shall
be used to make transactions or queries from the database.

s VLl el Jie) (DBMS) <aliladl ael 58 5 1) aUai adl 53 Jagl 55 aaa3 a2e
AaliY) e s Lality) (DBMS) clibll a5 sl dalail (s (<lgal s
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DBMS servers links (such as creating connections or
interfaces) shall not be defined between production and non-
production DBMS(S).

A58 i) et lacal L (e Gl dualk aladin

Data validation shall be used to ensure the integrity of stored
data.

sl ALl O aladin 5 AR (e Badae YL Clill) BaclE J gia
Boundary) asaall e @iadl Jie wddadl e gAY Gl sk
Content) < jiy) a8l sa Lol 5y Lbeaiy s sisall G 383 S ((Checking
Al clleall e aal) i s (Inspection/URL Filtering

LaadS ol AKall e ol 82 giaadl UL

Gl 7 Jla a8l e

ddidl ye ol Loz oeadl e il

ULl Jsis 8 dagaall ye B Y15 oY) e

G bl ) o oY) aalldad agas Hilai e
Database fields shall be limited to specific ranges of input. In
addition, dual input or other input checks (such as Boundary

Checking and Content Inspection/URL Filtering) shall be used
to limit transactions such as:

e Missing and/or incomplete data

e Out of range values

e Unauthorized or inconsistent data

e Invalid characters in data fields

e Exceeding upper or lower date volume limits

5,38l s (DBMS) liladl aeld 3 la) alai cilalae) il ) J g sl s
Gllall saeld 3 453 el lankill (Source Code) 4 radll

L) ya g
Access to all DBMS configuration files, as well as to the source

code of applications/scripts stored in the database, shall be
controlled and monitored.

el s 8 a7 sal) e Lginaa e 3Rl &5 g dah dad pall il yall alasiiul
i) a4
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Only licensed software whose authenticity has been verified
by the vendor shall be used on the database servers.

s 2 sall Leae sy Al (DBMS) bl ae ) 85 1) alas <l jlaal aladial
DBMS versions that are supported by the vendor shall be used
only.

i) ae ) 585 1) alas cupdii (8 daulial) 40Y) Gladal) s ciliaail) Al gk
ladlay) s cliaall 5 ) Al G 5 @lly y daadll 8 (DBMS)

All appropriate security patches shall be applied prior to DBMS
deployment into service and as per the Patch Management
Policy.

Gkl el 8 S e 2dall Gk 0 (ScHipting) dsail daa ) Jasis o)
Ay g pia OS5 Al )

Server-side scripting on all databases shall be disabled if
unrequired.

Ao el gl clalall 5 el ) () s sl 2 o) Qe £11)

Access to external executables shall be disabled or restricted.
Sl day Ay g pea aad ol S W e g Al Y el Y1 clilall g gl s
(DBMS) <liladl a1 5 513 olda

Default code, files, objects, etc. that are no longer required
after DBMS installation shall be deleted.

Llilall ae ) @ ad) s e Lgda o 3y g gl e L) cleaall 28S Jumd o1a)

All unnecessary services or ports shall be disabled or removed
from the database servers.

(Interfaces) Gilgal sl Ao Al caWlad) Jlaiuy cliball ac ) @8 cilalae ) ava
Luii Ly = el

Databases shall be configured to listen to network connections
on authorized interfaces only.

Al a5 UL ac) 8 Cilima o iladla) s clipand o e Aadle e U sy
Sl aul > 8 adiaall GilaSlal) y Aliaadll & a5 )l
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Database software patches and updates shall be checked for P
integrity as per <entity name>’s Patch Management Policy.

Lso Lefnant o Ll sina s culibud) ac ) 68 480 4880 3 ja 4aild Jasa

An accurate inventory of all databases and their contents shall 27-1
be maintained and regularly updated.

(8 5 Tse 32300 il Spa 53 153l aladinly bl 2o ) 8 35754 i) S0 58
Sl aul> 8483l @l Glel aY) s bl

Data stored in databases shall be labeled using predefined 28-1
types of security labels as per <entity name>’s relevant
policies and procedures.

(Secure Access) J s sl ol

&) dsasll Ba zie Glaal 3adaall 5 483l i3 gy yeaill 5 (3aail) Jay) guia ke
4 peal) ) dalall e 2l dsladind Gladlia s (DBMS) bl ae ) 5 1) alkas Caagl)
il ) daladl

31 (DBMS) il ae ) 3 )la) allai ) 43 & Seaall 2 Jsma sl 252 O (S
Badine b iyt 5l 4y 2 Jean i laal] (Y A5l e delaiinl Cladia Aldad) LIS
el s Jidaai s Kl all> iy e

%}M\Q\c\ﬁ\g\
Jie i) ac ) 8 1) J s ol readitusall iy sa (e 3l Jad Aial <O alasid
(Jie @il palic (e de gana Gpanaly (Al g paliall 2a2ta 4 gell (38
("5 el AlS e L addtaall 48 2y L) A8 el @
sl A gdic A8 A g e sl gl Jie" Jadh andiadl) 4Sley L) 53lall @
("Jsaall il 458 all 3 ypmill Jilus

Only secure authentication mechanisms, such as mutli-factor
authentication, shall be used to access databases. This may
include a combination of:

e Knowledge (something only the user knows, such as a
password)

aatl) sl
1.0 Dyl
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e Possession (something owned by the user only, such as
a program or a device generating random numbers, or
SMSs for login records)

e Inherent characteristics (a characteristic of the user
only, such as fingerprints)

bl ae)d 50y s L)) Jgeasll 5500Y Jpasll b el dalail slasid
.(DBMS)

Central access control systems shall be used to manage
access to DBMS.

bl ac ) 85 yla) alai ) J s sl allay o3 (Gaadail) ol adiivsall 458 (e (33
dyalll 3a 4aia J& (DBMS)

User or application requesting access to DBMS shall be

authenticated prior to granting the requested access.

Jad ("Listener"j "SA" d.\.q) Glaadl) g Gllall dua) 8V 5 g pall GlalS s
.‘ .1..:."

Default passwords for accounts and services (such as SA and
Listener) shall be changed prior to being deployed.

Cus bl ¢@dh ("PUBLIC"s "SA" Jis) dual yi@¥) lluall #leddl axe
A Sl ja ) ) lblal) 238 auads o Gany

(el o) Leliads clal) Sl Ledda ol Lgand i @

il (Ll el f) Ldia Sy ) dpual 38Y) Glluall zic axe o
Lyidl 13 Y) (DBMS) cblall acl g 5 ,la) alai aladiuy ciladlag
5l Slld 27 gall

(Al o) of abda 5l ol Y1 Clad) an) a8 e (Kaill pae Jla 4 o
RUPI  SIK R WREWA - PRUS P V- JUee

sl g yand Sy Y A1) il l/clloadl oda () il Jsa )l pie @
i MR (e Joaall dinnsd aodiined) (ge allall 5 (Lebindi olad) f Ledda
Aol Gladlall g <l iy ) )

Default accounts (such as SA and PUBLIC) shall not be
permitted to remain active.

The following MUST be maintained with regards to these
accounts:

aaaill il
1.0 Jlaxy!
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e Rename, delete or disable default accounts (as
appropriate).

¢ Do not grant DBMS/object privileges to default accounts
which cannot be removed (or otherwise disabled) unless
there is an explicit vendor requirement to do so.

e In case default accounts cannot be renamed, deleted or
disabled, restrict and control access to them as per the
Access Management Policy.

e Prevent direct access to such accounts/functions (which
cannot be renamed, deleted or disabled) and require the
user to logon with their individual account with
administration privileges.

Discretionary Access) 4wl Jepad & Ll clubw Guks
3adaall el ¥y Cpeddinall e (bl @lile sa3s 52l il e ((Control
.(Subjects and Objects)

Discretionary Access Control policies, as defined by the data
owner, shall be enforced over specified subjects and objects.

a3 5 ((DBMS) ciblul e 58 5 jlal dalail maen 3 algall o Jocdll e Lilial
dlle peadiuall cllia/cn paall Gllua (DBA) Clilall acl @ & piia aladiul
Asa sl AaiaY) 8 (Admins/Super User Accounts) < i)

Segregation of duties shall be maintained across all DBMS.
Admins/Super User accounts shall not be used by DBA for
day-to-day activities.

A AY) e il ae e s gean g 4 laY) KLY cld clibuall ) gea ol o
il o (DBMS) lilall ac ) 5 Hla) aldai s 5oy o gllaa oo Lo agd &= Huaall
Access to accounts with administration capabilities shall be

limited to a few authorized individuals as needed to manage
the DBMS and applications.

ULl 2ol 50 alai ) Jga gl Lo cladlall g V) aall s gk
D) e 2l il sac B b Cailha gl ooy A 33 o ladll 255 (DBMS)
e oy Sle senadl W) OB (e bl B pla) 5 dginda o)) L g pasall

pdxdiuall Gbga ) As siaall 3 pbliall o latll JOIA

Least privilege principle shall be applied on DBMS access,

and the permissions required for performing the job function in
O

1.0 Jlaay!
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the database shall be limited based on the job role and
responsibilities. In addition, permissions shall be managed
through roles or groups and not by direct grants to user IDs.

Leal ol o bl ac) 8 iy sine () g sl e bl ac) 8 addiinne b a8 4
el agalea o ol Ledda ol Lebass
Database users’ ability to access, insert, modify or remove

content in databases shall be restricted based on their work
duties.

oalall Juaddl) QUas e (DBMS) bl ac ) 68 5 5la) aldai cilead i qaind

LlaNa ¢ Gl jliel Gld Allua A (e Cruaiuadl
Running DBMS services on the underlying host operating
system through privileged accounts shall be avoided.

Al algall ¢1aY A0 8 cililua alaiin) (DBA) @libull o) 8 5 e o Gany

Database administrators (DBAs) shall use individual accounts
to perform administrative duties. Shared individual/group
accounts shall not be used.

Gl il 2ol 5 (Views) deal @Y Jslaall e Jgasll il guks
O oSy Al ULl ae ) @ pann Alaiie ULy muend 5l ganay Allaiall o gladl)
Adladl ol Lullall cile slaall 3a3 2330l s

Access roles shall be applied on views and databases to avoid
concerns related to the sum or aggregation of separate pieces
of data within the databases, which could allow users to
determine more sensitive or classified information.

Ae J 5 e Al Glilall ae) 8 dlae) aae

Databases shall not be configured with blank passwords.
ey dualall i) a8 bl g Jdill dadail 4812 @ 5 e lalS aladil
@cuaﬁuu_\u;a@_\mh.«u.}ﬁb_\d\ jQﬁé\)ﬁmﬂ\cﬂJﬁA}cuﬁ:\ﬁ}QU@\ﬁxﬁ
baSall g J gdall il sa 3 Hla) Al
Strong passwords for all DBA operating system and database

accounts shall be used. In addition, passwords shall be

changed when administrators/contractors leave their positions
) i)

1.0 Jlaay!
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as per the statements of the Identity and Access Management
Policy.
soe S e (g siad o (S Gl s (il Bl (4a) D 5all lalal) Cada

Temporary files (from the installation process) that may
contain passwords shall be removed.

Creddiinall g A8l D llaall Je s jan g clilull 2o ) 8 Cilale ) J goa oll 20085
2 7 maall G laY)

Access to database files shall be restricted to the relevant
processes and the authorized administrative users.

sl Alga olemi) Jhe sa3aal Ja g ) Al sy LAl andiondll A 3]

User session shall be terminated automatically after meeting
defined conditions, such as session timeout.

(Audit Logs) @Al <l

16-2

17-2

18-2

A a5 A ) 43 Slaa S (DBMS) cbibll ael 85 la) alkas Mol
Gl 8 sacluall (DBMS) cbibad) ac) 8 5 5la) ol o Lgidli s Lol
(il 8 gaatll  asll

Gl sall s cASLEY) CaiS o Khgall aul> 5 508 (e 480 1 e S8 i 045
a3 4lSa) 35 5 (DBMS) il el 85 1) allas 3 Leaii g 4] Jilusall
o) 83l alai e gadal) s el pie (g3 LS Aoy Gy G
el (i e Olanally Gl ) il JSAL (DBMS) il

Ciy JS g5 ala aa (DBMS) cblad) ac) g 5 51a) Aalail paen il 5f Al e
. Xl (Network Time Protocol) 4.l

All DBMS clocks shall be synchronized with the centralized
Network Time Protocol (NTP) server.

2015851 ala pania Alftiuse 5S35l Jannil) aUas iy Bl ) Sy
.(DBMS) iyl

Logs may be appended to the operating system logs or be self-
contained within the DBMS.

aatl) sl
1.0 Dyl

12

Caagll

e ) IR

L}SLA\ C'_a\c\);\g\

1-3

2-3

J =1

d 90



L) ae) 8 Gal e 73 ga l

il Caaally e il dulee

Audit records containing sufficient information shall be 3-3
generated to establish the identity of any user/subject or
process associated with the event.

ol 3ay ) (DBMS) ibill) sl 58 5 51 allai bl Jysas

Al ek il eUad¥) ol AW OV pen @

Jaddll e
ey o

el gl o383 S ols bl aeld (dlagul) s of Jaed i slis) e
. lbas 5 bl 5 e led g bl ac ) g8l J glas gb bkl
Lol olal) g 38all Al g Jindi @
CLl) 2ol 8351y Al (6 gl o Lilad) s cilbalall y & 5liaY) xia @
.(DBMS)
e Gl o) juadl dsag aned Uad Al b Chui el jal ol @
Gl ac) g 5l Al e jaae dewd sile) ) gam slal Gl e
.(DBMS)
S50 e o) aladinl cladlay @l el b 5 xie sl ga) Gl e
(DBMS) Sliladl 2 68 3 ) aldai s
Claall e gy aie Al LAY e
Gkl ae) @ 3 la) alad lalae) St ddy e cdlaadl) S o
.(DBMS)
Liss (DBMS) clilall ac) 68 5 1) allaiy JuaiV) Jib cVls apen 385 @
e s daalill Jlatyl Y gl i ULl sacld ae ey oSl
Asalil)
el CilalS Jll 5 daalill e Jeaall Joas <V slas @
il s ladlall g ol jliel) Cada g Jiaed ol ddlia) GV glaa @
(oY) il s o) Cagiatll Gl ginse Jia) Gl sleall o i (s @
(1388 5 Jal T el (illay jal) gdle ye el o
Leliaas (DBMS) <lila) ac) 68 5 )1y} aldai cllas Juxi o2l @
The following DBMS activities shall be recorded and logged at
minimum:

e All raised system alarms or errors
e Startup

e Shutdown
el il

1.0 Jlaay!

13




L) ae) 8 Gal e 73 ga

Jdd &

The creation, alteration, or deletion (drop) of databases,
and any database storage structures, tables, indexes,
accounts and objects

Enabling and disabling of audit functionality

Granting and revoking of DBMS system level privileges
Any action that returns an error message because the
object referenced does not exist

Any action that renames a DBMS object

Any action that grants or revokes object privileges from
a DBMS role or account

Time stamps when the events occurred

All modifications to the data dictionary or DBMS system
configuration

Audits of all DBMS connection failures where possible.
DBA shall ensure that both successful and unsuccessful
connection attempts are audited

Failed logon attempts, and password locks

Attempts to add, modify or delete privileges/permissions
Deletion of categories of information (such as
classification levels/security levels)

Abnormal command (command calling another
command, etc.)

Disabling or modifying DBMS's logs

haal maen (8 (alasB Guuliall acall s Jal (e pilaa s (558 4 i 58
5l Gl pa) ket ) s

An immediate real-time alert shall be raised to appropriately
support individuals with all audit failure events requiring real-
time action(s).

caiall Glilee (e (DBMS) <) el 50y allai & 38l (ailad dles

e gl e

Audit features in the DBMS shall be protected against
unauthorized removal.

(Disaster Recovery and Backup) duhalia¥) sl g &) SI (e Alatl)

5-3

aatl) sl
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58l 5 z3saill Jia) W jlisly clilull o) 58l ddaliial st Jee liliie s
al> (5l e (5 siay ULyl s2cl 8 L 5A) bl il 5 laal (g sl
S dhe Gigaa Jla b <dgall

alai clly & Loy o<gall anl> daalal) Al 4l & S Jlae Eigan Jla b
o Seallanl> (8 dale Lbliia) w55 ol (DBMS) bl 221585l
Aaslladll 5y seally lelee il e 5,08 ) 5SS

ddad clllanal T 5 5 Jaall cilaliial e 20 G 0 cllal) sac Akl il e Jee
(DRP) &) Sl (e el iad 5 (BCP) Jlee Y1 4l yaiad

Databases shall be regularly backed up based on business
needs and in line with Business Continuity Plan (BCP) and
Disaster Recovery Plan (DRP) requirements.

A3 U Lgfan s L 38all 5 Led ddaliinl o Jae a3 5 45 5a) cililll s
(DRP) &) s8I e dlaill 3o jlaial il jay Gy e
Archived and backed up data shall be tested, verified and

updated on a quarterly basis or as per the DRP testing
requirements.

Lokl apand (A Lbliia) &) (DBMS) bl ac) 58 5 1) alai (e e Jas
dal) dgland) cladll Lo Al 5 adsall zla saa) siall clild) sel @

(B snd) Ay el ASLadl)
DBMS (slave backups) shall be replicated for all database
systems off site or on cloud (within KSA).

Al 4S5 685 Badina die ) il yial lilnll sacld (pe Apdaliiat) C_.us\_, PARTRY
"CSCC-2-8-1"5 "ECC-2-9-2" Lo szall 3 35 L) Jaal) il iyl
el Al ed 185 i) e ameal 1 ed 12 33d @iy ("CSCC-2-8-2"5

Abeall Aadaidl el

Database backups shall be retained for an approved intervals
sufficient to meet the business resumption requirements (as
stated by "ECC-2-9-2", "CSCC-2-8-1" and "CSCC-2-8-2").
Backups of all databases shall be retained for 12 months, and
18 months for critical databases.

aaaill il
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VL) Gl i L) (DBMS) <iblad) ael g 50 aUai pais clilaie aaas
aaianall atil) bl s ALY Y oS i 5 pall cilllaie s g (G A o ghall g

Casgll

Al st i Y (DBMS) cilibl) ael 585 1) oUi aladind ade (ia ey 2

:L_a 9”4&\ Q\;\ﬁ:}“
Gl e 4 7 seaall e Qe aiad el dulid Gy bl ae) 8 il
A5 Aalall § ddiadll

Databases shall be encrypted as per the Cryptography Policy 1-5
to prevent unauthorized modification of classified and private
data at rest.

A (g sl ) A8l cld bl g pleall 8y bl 2ol B0
(i) il e s i) Caiss

Databases shall be encrypted as per the respective standards 2-5
and polices (Refer to Data Classification Policy and
Cryptography Standard).

bl e Al AS g4y @ il Ol aladiuly Ladaill) G A0dl) e clilnd) J&
il )

Data shall be transmitted over the network and between 3-5
systems using encryption mechanisms strong enough to
minimize the risk of data exposure.

Gy oJgiall (5 sine o of bl saclE (5 sie o ccililall sacld clile ydds
Sgall aul> 8483l @l Glel aY) s bl

Database files, on the database-level or field-level, shall be 4-5
encrypted as per <entity name>’s relevant policies and
procedures.

sl Al (a8 5008 ilie djles

Encryption keys shall be protected as per the Cryptography 5-5
Policy.

aatl) sl
1.0 Dyl
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Aginall (CA) el i 4 5 33 3all o ) Cilalgl (e (33a10)
All encryption certificates shall be verified from the provider
and the Certificate Authority (CA).

e 5 bl ac) B (e Agalia¥) gl 588 ) Adalia) sl dda a0 i
Bodbe ye Alla 8k il b o i) ~Uike o A
Backup tapes that store database backups shall be encrypted,

and the encryption key shall not be stored in the same tapes
in plain text.

50 alai e ikl 5l Greadiuaall Sl o ol (Traffic) lS a 288 s
43l 5 (DBMS) <libud) x| 58

All administrator, user or application traffic to and from the
DBMS shall be encrypted.

saill Ji JsSsis Jie) didl e ciladd gl 5 Rda e Y Sig aladiul e
JsS s pladiuly (e 5 "FTP" Clildll Jas J S 535 09 "HTTP" (anidl
la s 5 (SFTP) 0e¥) clilell 085 J S 585 505 (HTTPS) V) il ill Jis

AVEVRNAY
Unencrypted protocols or non-secure services (such as HTTP,

FTP, etc.), shall not be used, and HTTPS, SFTP, etc. shall be
used instead.

pladinly Uyl sel 8 3 A30aa) el @ jlal (Hash) 8meall 4adll Clus
=il clual (Uniquely Salted) sx 3 430 e y A8ad 4l a
33 83 ) smy (Hash Function) sed

Hash passphrases stored in databases shall be calculated
with a strong hashing algorithm that is uniquely salted.

6-5

7-5

8-5

9-5

10-5

SR PEWOR PR PR

S aall L Aaall 3 IaY) 5> 1 bl ARy llag o1, -1

S uall G0 diadll 5 )laYI> Aliaaty el daal e -2

<l glaall A A iaall 5 IYI> dbadaty jlaal) 2dE -3

aaaill il
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