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Access lists shall be configured to control access to wireless 1-1
network communication devices and ensure that these
devices are accessible to authorized users only.
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Centralized user-level authentication shall be deployed to
authenticate all interactive users making changes to all
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wireless network devices. Additionally, authentication systems
shall be as few as possible.
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Restrict wireless network administrators’ access to use
dedicated Privileged Access Workstations (PAWS) or jump
servers placed in an out-of-band management network,
segmented from <entity nhame>’s network and isolated from
the internet, and not wirelessly.
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Multi-Factor Authentication shall be implemented and
encrypted sessions shall be used to manage (or administrate)
all wireless network devices by administrators.
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The use of hard-coded passwords shall be limited to relevant
administrators only as necessary for non-interactive purposes,

as well as to recover wireless network devices that have
become disconnected from the network.
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Wireless network devices shall be configured to display an

alert banner at login. This banner text shall not provide the
underlying characteristics of the network.
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A logically and/or physically segmented wireless network shall 1-2

be designed and implemented, taking into consideration
business needs and enterprise architecture, and based on the
principles of defense-in-depth and multi-tier architecture.
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Appropriate level of security controls shall be applied to 2-2
different network segments based on the value and
classification of information processed in the wireless network,

levels of trust, business impact and associated risks.
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Wireless networks shall be designed and configured to filter 3-2

traffic between different segments and block any unauthorized
access.
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Firewalls and routers shall be configured to prevent any 4-2
unauthorized connections between untrusted wireless
networks
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Critical systems shall be prevented from connecting to the
wireless network.
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Security configurations, rules, policies and profiles for firewalls
and routers shall be reviewed in regular bases.
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An up-to-date inventory of all of <entity name>’'s wireless
network boundaries shall be maintained.
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Communications with known malicious or unused Internet IP
addresses shall be denied, and access shall be limited to
trusted and necessary IP address ranges at each of <entity
name>’s wireless network boundaries.
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Communication over unauthorized TCP or UDP ports or
application traffic shall be denied to ensure that only
authorized protocols are allowed to cross the network
boundary in or out of the wireless network at each of <entity
name>'s network boundaries.
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Monitoring systems shall be configured to record network
packets passing through the boundary at each of <entity
name>'s wireless network boundaries.
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Network-based Intrusion Prevention Systems (IPS) shall be

deployed to block malicious network traffic at each of <entity
name>’s wireless network boundaries.
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Network-based Advanced Persistent Threat (APT)
detection/prevention systems shall be deployed to detect or
block malicious network attacks and zero-day attacks at each
of <entity name>’s network boundaries.
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The collection of NetFlow and logging data shall be enabled
on all wireless network boundary devices.
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All wireless network traffic to/from the Internet shall pass
through an authenticated application layer proxy that is
configured to filter unauthorized connections.
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Domain Name System (DNS) query logging shall be enabled
to detect hostname lookups for known malicious domains.
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All subscription services, URL categories, threat feeds,
blacklists, and signatures shall be up-to-date and updated
regularly.
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A comprehensive risk assessment exercise shall be
conducted to evaluate the risks of connecting wireless
networks to the internal network.

AL A0l Alaiall 5 Ly o emaal) AL J gocn sl Jaliiy 3 ya Al JoliiaY)
An inventory of authorized wireless access points connected
to the wired network shall be maintained.
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Network vulnerability scanning tools shall be configured to
detect and alert on unauthorized wireless access points
connected to the wired network.
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Wireless Intrusion Detection System (WIDS) shall be used to
detect/prevent and alert on unauthorized wireless access
points connected to the wired network.
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Wireless access on devices that do not have a business
purpose for wireless access shall be disabled.
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Wireless access on client machines that do not have a
business need for wireless access shall be configured to allow
access to authorized wireless networks only, and to restrict
access to other wireless networks.
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Peer-to-peer (ad hoc) wireless network capabilities shall be
disabled on wireless clients.
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Wireless access points and wireless devices shall be
configured to connect to the wireless network using secure
protocol such as WPA2 or WPAS3.
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Wireless networks shall use authentication protocols such as
Extensible Authentication Protocol-Transport Layer Security
(EAP/TLS) that requires mutual Multi-Factor Authentication.
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Wireless access of peripheral devices (such as Bluetooth and
NFC) shall be disabled unless such access is required for a
business purpose.
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A separate wireless network shall be created for personal or 11-5
untrusted devices. Enterprise access from this network shall
be treated as untrusted and shall be filtered and audited

accordingly.
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All  network devices that are required for network 1-7
communications shall be placed in a secured area with
physical access controls implemented.

(Logging and Monitoring) 4 yall 5 Jasul) —

Jal e ASLLO ASa) pels dilaial) Aol Ealaa) 488 1y 345 5 4l pe laa
DBV O ol aiad Aglledy lalaall 55130 5 A ) Cileagll A alany) CalEKY) Casgll

SAeall o> Jlael e 35 yidl)

Ohania s alatia JSG A0 5 jeal A8 481 e Cany AL AN Al (lasal
e 5oal e <Agall anl> 8 i anad) V) (58 U8 e Ll J s ) i) Sl
Clangl) & Bail) (e <Agall aul> (S () Al 8 Sl Qa5 480 5 laiadll

ilaagll el ) S5 8ab 5 ) (525 Lae LSLOU A3 Gal Led m paiy A

KUSLA\ C’.\\c\ﬁ}”
) il

10

P N S 2



AL S8l Gl e g3 sa

aldai 8 gl g alaa¥) e Jasudl SIS0l 5 e 5 jeal 41S dlae)
303 lmal T g il g Jay Hl1 5 Jlail) (yial 2 (5 38 jall Bl 5 Culaa¥) 5,14
Sl anl> 8 adizall EaaY) Jas 48) ja

All wireless network and security devices shall be configured
to log events and audit logs to the central event and log
management system for analysis, correlation and alerting as
per <entity name>'s Event Log Management and Monitoring
Standard.
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All device logs shall be consistent with the requirements of
<entity name>'s Event Log Management and Monitoring
Standard.
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Wireless network devices shall be configured to send events
related to failed and successful login to administration
interfaces to the central event and log management system for
analysis, correlation and alerting.
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Regular security testing, such as vulnerability assessments

and penetration testing, shall be performed as per <entity
name>'s Vulnerability Management Policy.
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2-9
Network devices shall be regularly patched and updated as
per <entity name>’s Patch Management Policy to ensure all
devices firmware is up-to-date and all patches are applied.
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Unnecessary/unrequired services on network devices, such
as FTP, Telnet, etc., shall be removed/disabled.
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All network devices shall be configured to synchronize clock 4-9
with at least three centralized time sources.
5-9
Keep the router's Firmware Up to Date
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All physical wireless network devices shall be scanned for
signs of tampering upon installation.
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Software, updates, patches, and upgrades to wireless network
components shall be obtained from validated sources.
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