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Disclaimer: The following framework will be governed by and 
implemented in accordance with the laws of the Kingdom of 
Saudi Arabia, and must be subject to the exclusive 
jurisdiction of the courts of the Kingdom of Saudi Arabia. 
Therefore, the Arabic version will be the binding language for 
all matters relating to the meaning or interpretation of this 
document. 
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Traffic Light Protocol (TLP): 
 

This marking protocol is widely used around the world. It has four colors (traffic lights): 
 

 Red (Personal, Confidential, and for the Intended Recipient Only) 

Amber+ Strict (Sharing within the entity) 

 

 Amber (Restricted Sharing) 

 

 Green (Sharing within the Same Community) 

 

 Clear (No Restrictions) 
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1. Introduction 

 

 

1.1 Overview 



The Saudi Cybersecurity Workforce Framework  

7 
عام

Document Classification: Public TLP: Clear 

1.2 Methodology and Structure 

  

:
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FIGURE 1: SCYWF FRAMEWORK STRUCTURE 
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2. The Saudi Cybersecurity Workforce Framework 

 2.1 Taxonomy   

SCyWF Categories and specialty areas 

FIGURE 2: THE SCYWF TAXONOMY 
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TABLE 1: SCYWF CATEGORIES 
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TABLE 2: SCYWF SPECIALTY AREAS 



The Saudi Cybersecurity Workforce Framework  

12 
عام

Document Classification: Public TLP: Clear 

2.2 SCyWF Tasks, Knowledge, Skills (TKS) and Competency Areas 

• 

• 

• 

• 

• 

• 

• 
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2.3 Cybersecurity Architecture, Research and Development (CARD) Job Roles 

TABLE 3: CYBERSECURITY ARCHITECTURE, RESEARCH AND DEVELOPMENT (CARD) JOB ROLES 
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2.4 Leadership and Workforce Development (LWD) Job Roles 

TABLE 4: LEADERSHIP AND WORKFORCE DEVELOPMENT (LWD) JOB ROLES 
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2.5 Governance, Risk, Compliance and Laws (GRCL) Job Roles 

 

                                                       TABLE 5: GOVERNANCE, RISK, COMPLIANCE AND LAWS (GRCL) JOB ROLES 
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  2.6 Protection and Defense (PD) Job Roles 
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TABLE 6: PROTECTION AND DEFENSE (PD) JOB ROLES 
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2.7 Industrial Control Systems and Operational Technologies (ICS/OT) 
Job Roles 

TABLE 7: INDUSTRIAL CONTROL SYSTEMS AND OPERATIONAL TECHNOLOGIES (ICS/OT) JOB ROLES 

 

For the KSs required for each job role and the tasks associated with it, see Appendix A
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3. Appendices 

3.1 Appendix A: Job Role Details 

3.1.1 Category Group: Cybersecurity Architecture, Research and Development (CARD) 
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3.1.2 Category Group: Leadership and Workforce Development (LWD) 

* In addition to minimum understanding across all other competency areas 
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* In addition to the competency areas related to the curricula they are developing 
* In addition to the competency areas related to the training they are delivering 
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3.1.3 Category Group: Governance, Risk, Compliance and Laws (GRCL) 
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3.1.4 Category Group: Protection and Defense (PD) 
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3.1.5 Category Group: Industrial Control Systems and Operational Technologies 
(ICS/OT) 
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3.2 Appendix B: List of Tasks, Knowledge and Skills 

TABLE 8: SCYWF NUMBERING SCHEME OF TKSS 
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TABLE 9: TASKS DESCRIPTIONS 
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TABLE 10: KNOWLEDGE DESCRIPTIONS 
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TABLE 11: SKILLS DESCRIPTIONS 
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3.3 Appendix C: List of competency areas 
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TABLE 12: COMPETENCY AREAS DESCRIPTIONS 
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3.4 Appendix D: Updates in this version of SCyWF 
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