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Disclaimer: This Framework shall be governed by and 
implemented in accordance with the laws of the Kingdom of 
Saudi Arabia. The courts of the Kingdom of Saudi Arabia shall 
have exclusive jurisdiction over any disputes arising out of or 
in connection with this document. In the event of any 
ambiguity, conflict, or discrepancy between language 
versions, the Arabic version shall prevail and shall be 
deemed the sole authoritative text for purposes of 
interpretation and enforcement. 
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Traffic Light Protocol (TLP): 
 

This protocol is widely used around the world and comprises four colors (light signals): 

 Red (Personal and Confidential- for the Intended Recipient Only) 

Amber+ Strict (Internal Sharing within the Same Entity) 

 
 Amber (Restricted Sharing) 

 
 Green (Sharing within the Same Community) 

 
 Clear (No Restrictions) 
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2. Definitions  

Term Definition 

NCA 

Framework 

Critical National 
Infrastructure (CNI) 

● 

● 

 

Cybersecurity 

Cybersecurity Risks 

Cybersecurity 
Vulnerabilities 
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Term Definition 

Cybersecurity Threats 

Cybersecurity Risk 
Scenarios 

Controls 

Cybersecurity Inherent 
Risks 

Cybersecurity Residual 
Risks 

Assets 

Internet-Facing Assets 

Likelihood 

Impact 

Acceptable Risk Level 

Haseen  

TABLE 1: LIST OF DEFINITIONS 
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3. Framework Objectives 

● 

● 

● 

● 

● 

 

4. Framework Scope of Application 

5. Responsibilities in Cybersecurity Risk Management at 

the National Level  
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6. Responsibilities for Cybersecurity Risk Management 

at the Entity Level 

 

Cybersecurity Risk Management Methodology 
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FIGURE 1: KEY PHASES OF CYBERSECURITY RISK MANAGEMENT METHODOLOGY 

 

 



National Framework for Cybersecurity Risk Management  

 
 

   

11 
محدود  -مقيد   

Document Classification: Public TLP:  Clear 

Identification Phase 

 

 

 

 

 

 

Assessment Phase 

 

 

Treatment Phase 
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Cybersecurity Risk Assessment Matrix  

 

 
 

FIGURE 2: CYBERSECURITY RISK ASSESSMENT MATRIX 

 

FIGURE 3: CYBERSECURITY RISK LEVELS 
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Description of Impact Levels 
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FIGURE 4: DESCRIPTION OF IMPACT LEVELS  

  



National Framework for Cybersecurity Risk Management  

 
 

   

15 
محدود  -مقيد   

Document Classification: Public TLP:  Clear 

Description of Likelihood Levels 

Assessment Value 
Likelihood 

Time Frame Exploitability 

Almost 

Certain 
5 

Probable 4 

Improbable 3 

Rare 2 

Very Rare 1 

FIGURE 5: DESCRIPTION OF LIKELIHOOD LEVELS 
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7. Obligations and Provisions  

General Obligations   

 

General Provisions  
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