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B Stop for a moment to
Spot phishing attempts [N
I Before interacting to any
Message, call, or link | NEGEN
- Take appropriate action by

ignoring, deleting, or reporting

I Remember

that patience protects you

rushing things can |l
I make you vulnerable
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Voice calls Files and attachments

Text messages Suspicious links and websites

Emails



B mpatience [
I akes you vulnerable to
phishing and fraud | GG

Bl As it can make you interact with
a message, link, or call without |
I verifying its source or content
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Pause for five seconds and check that links are
authentic before opening them

m Avoid interacting with unverified links

m Do not be rushed by impatience or attempts at intimidation

m Do not engage with links requesting personal information

m Make sure that the link matches the one associated with the organization
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verification code: 011039

Read the content of messages carefully and
do not share verification codes with others

that sharing verification codes with others allows them

to access your online accounts, expose your confidential data,
and impersonate you
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Check your emails carefully and remember that attachments
may contain malicious software that puts you at risk

To secure your email, make sure to:

® Handle attachments with caution and care

B Regularly review your security settings

m Enable two-factor authentication
®m Choose a strong and unique password

® Avoid engaging to messages from unknown sources
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Check before sharing your personal data with others,

including on social media platforms

m Sharing your personal data on social media can make you a
target for online phishing, Always remember that there are attackers

who collects data and uses it to launch phishing campaigns
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Compare the sender’s identity with the organization’'s
official information. If they rush you or try hard to persuade you
then they could be an indication for phishing for your information

Methods used in phishing campaigns:

m Pretending to be from a known or trusted entity

m Pretending to be someone you know

m Making tempting offers
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How to protect yourself
from phishing attacks

Sent from:

Verify the identity of the
caller or sender

Verify the source and
authenticity of links

Avoid downloading attachments,

especially from unknown sources

Never share your
verification code with others

Exercise caution before
sharing personal information



Verify the content of messages, |

I the identity of the sender,
and the authenticity of links to | N

I o help you avoid
B ohishing I
I :tterpts
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Stop for 5 seconds
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