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Overview of AI and AI Cybersecurity Threats  

Definition of AI Systems  

Definition of Generative AI  

Definition of Agentic AI  

Components of AI Systems  

 
1 SDAIA, AI Adoption Framework, Available at: 

https://sdaia.gov.sa/en/SDAIA/about/Files/AIAdoptionFramework.pdf. 
2 SDAIA, Artificial Intelligence, Available at:  
https://sdaia.gov.sa/en/SDAIA/about/Pages/AboutAI.aspx 
3 SDAIA, Artificial Intelligence, Available at:  
https://sdaia.gov.sa/en/SDAIA/about/Pages/AboutAI.aspx 
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Figure 2: Some of the Components of Generative and Agentic AI Systems 

Overview of Major AI Cybersecurity Threats  
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Figure 3: AI Cybersecurity Threats  
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AI Cybersecurity Guidelines Domains and Structure 

Main Domains and Subdomains 

1. Cybersecurity 

Governance 

2. Cybersecurity 

Defense 

3. Cybersecurity 

Resilience 

4. Third-Party 

Cybersecurity 

Table 1: Main Domains and Subdomains of AI Cybersecurity Guidelines 
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AICG Documentation Structure 

Figure 4: AICG Coding Scheme  

 

AI Cybersecurity 
Guidelines 

AICG 1 2026 

Year of Issuance Version No. 

Main Domain No. 

Subdomain No.  

Guidelines No. 

1 3 1 

Figure 5: AICG Structure 
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 Name of Main Domain 

Reference number 

of the Main Domain 
Name of Subdomain 

Objective  

 Guidelines  

Guidelines 

Reference Number 
Guidelines Clauses 

 

Table 2: AICG Structure 
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1. Cybersecurity Defense Cybersecurity Defense 2 
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2. Cybersecurity Resilience 

 

3. Third-Party and Cloud Computing Cybersecurity 

  

Cybersecurity Resilience 3 

Third-Party Cybersecurity 4 
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Annexes 

Annex No. (A): Terminologies and Definitions 

 

Term Definition 

AI Agent 

AI System 

Agentic AI 

Generative 

AI 

Embeddings 

Fine-tuning 

Inference 
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Term Definition 

Model 

Weights 

Prompt 

Prompt 

Injection 

Training 

Data 

Tool / Plugin 

Table 3: Terms and Definitions 

Annex No. (B): List of the Abbreviations 

Abbreviation Meaning 

AI 

AICG 

API 

BCM 

ECC 

LLM 

MCP 

NCA 

RAG 

TLP 

Table 4: List of Abbreviations



 

 

 


