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In the Name of Allah,  
The Most Gracious,  
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DISCLAIMER: The following framework will be governed by and implemented in accordance with 
the laws of the Kingdom of Saudi Arabia, and must be subject to the exclusive jurisdiction of the 
courts of the Kingdom of Saudi Arabia. Therefore, the Arabic version will be the binding language 

for all matters relating to the meaning or interpretation of this document 
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Traffic Light Protocol (TLP):  
This marking protocol is widely used around the world. It has four colors (traffic lights): 

 
 

Red – Personal, Confidential, and for the Intended Recipient Only 
The recipient has no right to share information classified in red with any 
person outside the defined range of recipients, either inside or outside the 
organization, beyond the scope specified for receipt. 

  
Amber – Restricted Sharing 
The recipient may share information classified in amber only with intended 
recipients inside the organization and with recipients who are required to take 
action related to the shared information. 

  
Green – Sharing within the Same Community  
The recipient may share information classified in green with other recipients 
inside the organization or outside it within the same sector or related to the 
organizations. However, it is not allowed to exchange or publish this 
information on public channels.   

  
White – No Restrictions  
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1. Introduction 
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2. Definitions  

Term Definition 

NCA 

Organization 

Framework 

Critical 
National 

Infrastructure 
(CNI) 

 

 

Security 
Operations 

Center (SOC) 

Managed 
Security 

Operations 
Center (MSOC) 

Services 

License 

Service 
Provider 

Beneficiary 

Cloud 
computing 

service 
provider 
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Term Definition 

Policy 

Qualification 
Certificate 

MSOC Analyst 

 

3. Framework Objectives  

 

 

 

 

 

 
 

4. Framework Scope  

 
 

5. Provisions for Licensing MSOC Services 

5.1 Obtain, maintain and renew license 
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5.2 License Transfer 
 

 

 

 

5.3 Cancellation and suspension of the license  
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6. Service Provider Obligations 
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7. Subcontracting MSOC Services 
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8. Requirements for Obtaining a Qualification Certificate to Work at MSOC 
 

 

 

 

 

 

 

 

 
 by the NCA. 
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9. General Provisions 
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10.  Appendices 
Appendix (a): MSOC Services 
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Appendix (b): MSOC services licensing tiers, requirements, renewal and 
maintenance  

License Tier Scope 

Tier 1  

Tier 2  

 

License Tier Requirements 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Tier 1 
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Tier 1 
 

 

 

 

 

 

 

 

 
 
 

 
 

 
 
 
 
 
 
 
 
 

 
 

Tier 2 
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Tier 2 
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Appendix (c): Requirements for obtaining, renewing and maintaining  a 

qualification certificate   

Certificate 
category  

Requirements for obtaining, renewing and maintaining a qualification 
certificate 

Category 

(A) 

 
 

 
 

 

 

 

Category 

(B) 

 
 

 
 
 

 

 

Category 

(C) 
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Appendix (d): Schedule of fees to apply for a license to provide MSOC services 

• 

• 

• 

 

The fee to apply for obtaining or renewing a license  

License Tier The fee to apply for obtaining or renewing a license   

Tier 1 50,000 SAR 

Tier 2 15,000 SAR 
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Appendix (e): Table of the minimum number of MSOC Analysts qualified under 
this framework that a Tier 1 Service Provider shall employ (full-time) 

• 

• 

 

  

# of  Beneficiaries 

# of MSOC 

Analysts (FTE) 

in Category (A) 

# of MSOC 

Analysts (FTE) 

in Category (B) 

# of MSOC 

Analysts (FTE) 

in Category (C) 

Total Number 

of MSOC 

Analysts 

(FTE) 

1-30 20 10 2 32 

31-40 25 12 3 40 

41-50 30 15 4 49 

51-60 35 17 4 56 

61-70 40 20 5 65 

71-80 45 22 5 72 

81-90 50 25 6 81 

91+ The service provider shall submit a request to the NCA to 

determine the minimum number of MSOC analysts 
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Appendix (f): Table of the minimum number of MSOC Analysts qualified under 
this framework that a Tier 2 Service Provider shall employ (full-time) 

• 

• 

 

# of Beneficiaries 

# of MSOC 

Analysts 

(FTE) in 

Category (A) 

# of MSOC 

Analysts 

(FTE) in 

Category (B) 

# of MSOC 

Analysts 

(FTE) in 

Category (C) 

Total Number 

of MSOC 

Analysts (FTE) 

1-10 2 1 1 4 

11-20 3 2 2 7 

21-30 4 2 2 8 

31-40 5 3 3 11 

41-50 6 3 3 12 

51-60 7 4 4 15 

61-70 8 4 4 16 

71-85 9 5 5 19 

86+ The service provider shall submit a request to the NCA to 

determine the minimum number of MSOC analysts 
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