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This guide provides a set 
of guidelines to raising 
cyber awareness on how 
to secure and recover 
social media accounts.
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and any unauthorized access to them can allow 
the attackers to:

Your accounts are your identity in
the Cyberspace

Impersonate your 
digital identity

Access sensitive data and 
breach its confidentiality

Launch scam activities 
through your account

Always make sure to take the 
necessary actions to secure 
your account.
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To increase the security of
your accounts:

 Choose a strong
password

 Review active
online sessions

 Activate two-factor
authentication

 Adjust account
security settings

Avoid sharing your password 
with others
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Secure your WhatsApp account 

1| WhatsApp
To watch 
the steps

Enable Two-Factor Authentication (2FA)

Enable security code notifications

Managing linked devices to the account

From
«Settings»

Select
«Two-Step Verification»

Select 
«Account»

Press «Run»
Enter PIN

Enter your email account
to reset the two-factor 
authentication feature

1 2 3 4 5

From
«Settings»

Select 
«Account»

1 2 3

Select
«Security Notifications» 

Turn on «Show Security Notifications»
to receive notifications when the security 

code of any of your contacts changes.

4

From
«Settings»

1 2 3

Select
«Linked Device»

If there is an unknown device, 
remove it immediately
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Recover your WhatsApp account

WhatsApp
To watch 
the steps

How to recover your account

 From the
 log in page

 Enter the 6-digit
 SMS code

Once you enter the 6-digit SMS code, 
the individual using your account will 

be logged out automatically

You will receive
a verification code

 Enter your number

1 2 3

4

5

https://www.whatsapp.com/contact

Note: If you are unable to recover your account, 
contact WhatsApp technical support team 
through this link:
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Secure your X account

2| X platform  

Enable Two-Factor Authentication (2FA)

Manage active sessions

Secure your account by linking it with your information

 Select the suitable
method for you

 If there is an unknown device,
remove it immediately

Select
«security»

Select «Two-Factor 
Authentication»

From your 
profile

From «Settings and Support»
Select «Setting and privacy»

From «Settings and Support»
Select «Setting and privacy»

Select «Security and 
account access»

Select «Security and 
account access»

Select «Apps 
and sessions»

From «Settings and Support»
Select «Setting and privacy»

Select «Account 
information»

Select «Your 
account»

Two-Factor Authentication via (SMS) is only 
available to Premium subscribers, You can enable 
2FA through Authentication app or security key

Note:

1

1

1

2

2

3

3

4

4

5

5

Select
«Sessions»

6

2 3 4 5

6

From your 
profile

From your 
profile

To watch 
the steps

 Fill the
 information
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Recover your X account

Resetting your password

 From the
log in page

Enter the email address, phone 
number, or username and 
follow the instructions.

1 2 3

Select
«Forgot password»

X platform 
To watch 
the steps

https://help.x.com/en

Note: If you are unable to recover your account. 
Contact X technical support team through this 
link:

How to send a password reset from your 
Android device

1 - If you’re using a mobile device to access X, you can send yourself a 
password reset message via Twitter for Android, Twitter for Smartphones, or 
mobile.X.com.
2- On the Welcome page, select Sign in and then Forgot your password?

3- Enter the email address or username for which you want to reset your pass-
word. If you have a phone number associated with the account, you can choose 
to receive the reset message via SMS

Get more help with signing in.
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Secure your Snapchat account

3| 

Enable Two-Factor Authentication (2FA)

Secure your account by linking it with your information

 Select the suitable
method for you

Enter your email,
and follow the instructions

Select «Two-Factor 
Authentication»

You will be shown a “Backup Code” which is an alternative solution 
in case you are unable to access your account.

Select
«Email»

From your profile 
Select  Settings 

Managing the linked devices to the account 

Select
«Forget Devices»

 If there is an unknown
 device, remove it

immediately

1

1

2

2

3

3

2 31 4

Snapchat 

From your profile
Select Settings 

From your profile
Select Settings 

To watch 
the steps

Select
«Two-Factor 

Authentication»
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Recover your Snapchat account

Resetting your password

From the login page

You will receive the verification code,
and follow the instructions

Enter your phone 
number or email

Contact snapchat technical 
support team through this link: 
help.snapchat.com/hc/en-us

If the account cannot be recovered

Select 
“Forgot your password?”

Select «My Account is 
Compromised»

Select «I think my account 
was Compromised»

fill the form and, then follow 
the instructions

1

1 2

3

2

3

4

Snapchat 
To watch 
the steps
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4| 

Enable Two-Factor Authentication (2FA)

Secure your account by linking it with your information

Managing the linked devices to the account 

 Recovery phone
 number or email

Select
«Your devices»

Select
«Security»

Select
«Security»

 Fill in the information, then
follow the instructions

If there is an unknown device, 
remove it immediately

 Select the suitable
method for you

Select
«Security»

Select
«2-step Verification»

Select «Get started»
Enter your password

1 2 3 4 5

1 2

21

3

3

4

4

From your profile
Select «Google Accoun»

From your profile
Select «Google Accoun»

From your profile
click on “Google Account”

YouTube

Secure your YouTube account 

To watch 
the steps
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Recover your YouTube account

To watch 
the steps

Resetting your password

From your profile
Select «Google Account»

Select
«forget password»

 Choose the method
that best suits you

 Enter your email or
phone number

Select
«sign in»

1 2

3

5

4

YouTube

Change your YouTube 
password
Your Google account is used to sign 
in to YouTube, which means that your 
YouTube password is the same as your 
Google password

To change your YouTube password, 
please follow these instructions: Change 
your Google password. This will change 
the password for all Google services 
you use, such as Gmail, Blogger, Google 
Calendar, and more.

Forgot your password? You can 
see how to reset your password

Feedback in this article
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5| 

Enable Two-Factor Authentication (2FA)

Manage active sessions

 Select the suitable
 method for you, and

complete the instructions

Select «Two-factor 
authentication»

Select
«Account Center» 

Select
«Account Center» 

Select «Password 
and security»

Select «Password 
and security»

From your profile 
click on 

From your profile 
click on 

Select
«Settings and privacy»

Select
«Settings and privacy»

1

1

2

2

3

3

4

4

5

5

6

6

To watch 
the steps

Secure your Instagram account

Where you’re 
logged in

If there is an unknown device, 
remove it immediately

 Instagram 
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Recover your Instagram account

Resetting your password

From the login 
page

If the account cannot be recovered

Enter your Username 
or phone number

You will receive the verification 
code. Enter the code, and 

follow the instructions

Select
«Can’t reset 

your password»

Select
«Forgot password»

From «Username and password 
troubleshooting»
Select «Recover your Instagram password»

Select «My account was hacked»
Enter the required data, and 

complete the instructions

Select “visit this page”

1 2 3 4

1 2 3 4 5

 Instagram 

From the 
login page

Select
«Forgot password»

To watch 
the steps
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Secure your LinkedIn account

6| 

Control applications’ permissions

Manage active sessions

Select
«Sign in & security»

Select
«Settings»

Select «Two-step 
verification»

Select the suitable method for you, 
and complete the instructions

 If there is an unknown
 device, remove it

immediately

Select
«Settings»

Select
«Settings»

Select «Data privacy»

Select
«Other applications»

Select «Permitted services»

Remove any applications you don’t want to have 
access to your data

Select «Sign in 
& security» Select «Where 

you’re signed in»

Select «Devices that 
remember your password» 

1 2 3 4 5

1 2 3 4 5

1 2 3 4 5

LinkedIn

From your profile 
click on 

From your profile 
click on 

From your profile 
click on 

Enable Two-Factor Authentication (2FA)

To watch 
the steps
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Recover your LinkedIn account

To watch 
the steps

Resetting your password

If the account cannot be recovered

You will receive the verification 
code. Enter the code, and follow 

the instructions

Enter your email or 
phone number

Access the support site 
via this link: 

Linkedin.com/help

From the login page
Click on «Sign in»

Select  
«Forgot password»

Search for «Report a 
compromised account»

Select «Report a compromised account», 
click on «Reporting Account Access 

Issue», and fill out the form

2

2

3

3

4

1

1

LinkedIn
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Secure your Telegram account 

7| 

Enable Two-Factor Authentication (2FA)

Managing the linked devices to the account 

From
«Settings»

Select
«Two-Step Verification»

 Enable two-step
 verification, and choose

your password

Select
«Privacy and Security»

Select
«Devices»

 If there is an unknown device,
remove it immediately

2

2

3

31

1

4

Telegram

From
«Settings»

To watch 
the steps
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Recover your Telegram account

To watch 
the steps

Recover your account

From
«Settings»

Select
«Devices»

 If there are any active
 sessions that do not

belong to you

Select 
«Terminate all 

other sessions»

 From the
login page

 Enter the code

You will receive
a verification code

 Enter your number

2 3

6

7

4

5

8

1

Telegram
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Secure your Facebook account 

 |8

Enable Two-Factor Authentication (2FA)

Facebook

Managing the linked devices to the account 

From Menu

Select the suitable method for you, 
and complete the instructions

Select «Security and 
login information»

 If there is an unknown device,
remove it immediately

Select «Two-factor 
authentication»

Select «Access 
your information»

Select «Account Center»

Select
«Account Center»

From Menu

1 2 3 4 5

6

1 2 3 4 5

6

Select «Password 
and security» 

78

Select «Your information 
and permissions»

Select «Where 
you’re logged in» 

Select
«Settings»

Select
«Settings»

To watch 
the steps
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Manage apps and websites that are linked to your account

Enable the security notifications

Select «Apps and 
websites off Facebook»

Select «Connected 
Apps and websites» 

 If there is an unknown device,
remove it immediately

Select «Access 
your information»

Select
«Account Center»

From Menu

1 32 4 5

6

78

Select «Your information 
and permissions»

Enable «login alerts» and select 
the suitable method for you 

Select
«Login alerts»

To receive notifications about 
unknown access to your account

Select «Account Center»From Menu

1 2 3 4 5

6

Select «Password 
and security» 

Select
«Settings»

Select
«Settings»
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Recover your Facebook account

Recover your account 

Select
«Forgotten Password?»

Or Select
«Try Another Way»
Select the suitable 
method for you, and 
complete the instructions

 From the
login page

Select «Continue»,
and complete the 

instructions

Enter your Mobil number 
or email address2 3

4

1

Facebook 
To watch 
the steps

Business Help Center

Meta Business Help Center

Change or Reset 

Your Facebook 

Password

Get Support

Change or Reset Your 
Facebook Password
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Checklist to secure accounts

Choose
a strong password

or set a verification code

Enable 
Two-Factor 

Authenticities

Review active 
sessions
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This guide explains procedures and steps for protecting and recovering social media 
accounts. However, it does not necessarily guarantee the success of the account 
recovery process. Moreover, the National Cybersecurity Authority (NCA) disclaims its 
responsibility if any results from this guide are not achieved.
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